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F inancial institutions (FIs) worldwide are having to juggle an inflated volume of cus-

tomer requests and traffic due to the new coronavirus while also making sure digi-

tal platforms run without hiccups. This means they cannot overload their networks 

as service outages would deny users access to their accounts while branch loca-

tions remain closed and stay-at-home bans keep consumers home. Providing this level of 

service is proving to be a strain for some banks, especially those still utilizing outdated legacy 

infrastructure to support their daily banking operations. This represents a high portion of the 

financial industry, with 92 of the world’s top 100 banks still relying on physical mainframe 

systems. 

WHAT’S 

INSIDE

Established banks have been dealing with 

the frictions outdated core banking sys-

tems cause for decades — the COVID-

19 pandemic has simply highlighted the 

need for new innovation strategies. FIs 

are examining how cloud platforms from 

third-party cloud providers as well as arti-

ficial intelligence (AI) and machine learning 

(ML) could address some of these strains. 

These entities are not just competing in 

this innovation race against other legacy 

banks with the same systems and same 

set of problems, either. FIs in Europe, the 

United States and United Kingdom are all  

competing against a rising fleet of chal-

lenger banks that offer digital solutions 

designed to attract customers who are 

frustrated with online glitches or delays 

caused by overwhelmed servers.

Challengers such as Monzo and Revolut 

have turned to the cloud to support core 

banking services, and many FinTechs and 

digital- or mobile-only banks are following 

their lead. Legacy banks must examine how 

to best adopt or develop cloud solutions 

of their own to provide that same nimble 

customer support during a time when cus-

tomers are going digital first and branch  

second. 

https://finance.yahoo.com/news/covid-19-pandemic-exposes-modernization-110200251.html
https://www.financederivative.com/the-end-of-the-world-as-we-know-it-bankings-new-reality/
https://www.ey.com/en_gl/banking-capital-markets/why-banks-can-t-delay-upgrading-core-legacy-banking-platforms
https://aws.amazon.com/solutions/case-studies/monzo/


© 2020 PYMNTS.com All Rights Reserved May 2020  |  4

AROUND THE CLOUD BANKING 
WORLD 

Established FIs are giving this type of inno-

vation a closer look as their level of compe-

tition increases. Seventy percent of legacy 

FIs are now in the testing or trial periods 

for cloud-native platforms. French FI BNP 

Paribas, for example, just completed a deal 

with technology giant IBM for the creation 

of a private cloud server. Private clouds 

provide more security for banks and simi-

lar institutions that protect sensitive data, 

such as healthcare or insurance agencies, 

because they can only be accessed with 

permission from the hosting entities. The 

172-year-old bank is planning to use its 

private cloud to support some of its dig-

ital banking solutions and may also use 

this cloud-based service to build out new 

products and enhance its digital banking 

offerings. 

Another traditional financial services firm 

turning to the cloud for faster and more 

secure support is investment and asset 

management firm BlackRock. The com-

pany, which manages $7.43 trillion in assets 

for its clients, will be migrating its “Aladdin” 

network to cloud computing service Mic-

rosoft Azure so it has more room to grow, 

according to company statements. Aladdin, 

or the Asset, Liability, Debt and Derivative 

Investment Network, is one of the main 

platforms BlackRock utilizes to help mon-

itor and analyze risk while also providing 

insights and recommendations to clients. 

The main benefit of moving this network 

to the cloud is that it grants Aladdin more 

capacity to store data and allows Black-

Rock to build new solutions.

FinTech startup Bambu, meanwhile, is rely-

ing on the cloud to power its mission to 

serve unbanked and underbanked custom-

ers with its mobile banking products. The 

bank, which is offering FDIC-insured mobile 

banking services, such as prepaid accounts 

and international bill payments and remit-

What’s InsideWhat’s Inside

https://www.eyetrodigital.com/2020/04/24/7-technologies-disrupting-the-finance-industry/
https://www.networkworld.com/article/3540191/ibm-goes-all-in-on-hybrid-cloud.html
https://www.cbronline.com/news/blackrock-cloud-migration
https://www.businesswire.com/news/home/20200430005042/en/Bambu-Taps-Next-Generation-FIS-Platform-Bring-Mobile-Only


Digital Banks And The Power Of The Cloud Tracker®

© 2020 PYMNTS.com All Rights Reserved May 2020  |  5

tances, is focused on U.S. consumers who 

lack access to traditional financial prod-

ucts. Bambu belives the cloud will allow 

it to administer its own offerings to these 

customers with more flexibility. 

For more on these stories and other cloud 

banking headlines, check out the Tracker’s 

News and Trends section (p. 12).

WHY CLOUD COMPUTING 
IS CRITICAL TO BANKING 
INNOVATION 

Today’s businesses and consumers are 

expecting seamless services from their FIs, 

including swift and easy access to online 

tools. This means that banks need to run 

on networks that can support an increas-

ingly high volume of digital transactions as 

well as the development of new tools that 

can help process all the data attached to 

these transactions. It also means banks 

must think about their customer relation-

ships and their expectations in a different 

light now that banking has become more 

digital and interconnected. In this month’s 

Feature Story (p. 8), Ali Niknam, CEO and 

founder of European digital bank Bunq, 

discusses the importance of cloud com-

puting for the future of digital banking. 

 

DEEP DIVE: EXAMINING THE 
LEGACY INFRASTRUCTURE 
STRUGGLE HAMPERING CLOUD 
INNOVATION 

Many established banks have recently been 

drawn to cloud technologies, but they are 

facing problems when adopting them due 

to their legacy infrastructures. Forty-three 

percent of such banks still rely on an over 

60-year-old programming language as part 

of their banking systems, which makes it 

difficult for them to support digital banking 

transactions and requests at the speeds 

and with the seamlessness that cus-

tomers expect. These established banks 

must now also deal with a growing crop of  

digital-only challengers that offer enhanced 

financial products to consumers who may 

have grown frustrated with service out-

ages caused by outdated systems. This 

month’s Deep Dive (p. 19) analyzes why 

legacy systems represent a growing prob-

lem for established FIs and how they could 

follow challenger banks and reexamine 

their infrastructure innovation strategies to 

remain competitive in today’s digital bank-

ing ecosystem. 

https://www.bunq.com/
https://www.ey.com/en_gl/banking-capital-markets/why-banks-can-t-delay-upgrading-core-legacy-banking-platforms
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What’s Inside

What are some of the common misconceptions concerning use of cloud-
based infrastructure that may be holding incumbent banks back from 
implementing it at scale?

“In today’s global economy, cloud adoption by financial institutions is no longer a ‘wait 
and see.’ It is now a fundamental component of their architectural strategy. All banks rec-
ognize that their ability to access a global market of consumers is highly dependent on 
how they implement their cloud strategies.  

Organizations must overcome some of the common misconceptions about the infrastruc-
ture layer. [These include]:

• Perceived risk: During the early stages of cloud computing, there were concerns 	
that operating in the cloud created significant risk. [Cloud providers now have] 
more than a decade’s worth of experience and added security features built in [and 
have] invested billions in protecting their customers.

• Organizational process overhaul: This is both a perceived risk and, to some degree, 
an actual risk that just needs to be solved for. Migrating to the cloud is going to 
force [firms] to make changes to [the] processes and controls [they] have in place. 
It just takes time and dedication.   

• A new type of vendor lock-in: For banks migrating away from legacy infrastruc-
ture, the fear of moving from one lock-in situation to another is significant. Choos-
ing technology partners that can give you the flexibility to migrate from one to 
another with ease can help remove this concern, however. 

None of these are trivial concerns, but for the [chief information officer], overcoming them 
with their teams can be a tremendous differentiating factor in the bank’s success.”   

ARIFF KASSAM, 

chief technology officer at NuoDB

EXECUTIVE

INSIGHT

https://www.nuodb.com/
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92
Number of the top 100 
global banks still utilizing 
mainframes

46%
Portion of banks that view 
outdated infrastructure as 
their biggest obstacle to 
growth

70%
Share of FIs that are still in 
the testing or trial phases for 
their cloud operations

$20B
Projected amount the 
banking industry spent on 
public cloud services in 2019

$411B
Estimated amount that 
spending on cloud native 
technologies will reach by 
2022
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WHY BUNQ BANKS
ON THE CLOUD FOR AN

INNOVATIVE 
EDGE 
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C ustomer satisfaction is critical in any industry, and that typically means providing 

convenient access to digital tools. Losing customers can be as easy as experienc-

ing one too many online glitches, however, which can drive clients into the com-

petition’s arms. Customers have more options than ever in the banking industry, 

where they can find plenty of digital- or mobile-only challenger banks to replace older FIs 

that have failed to keep up with their needs. 

That is why it is critical for FIs to build out 

networks that can handle an increased 

amount of transactions or swiftly analyze 

large reams of data, according to Ali Nik-

nam, CEO and founder of European digital 

bank Bunq. The challenger bank has run 

on a cloud banking model since its 2012 

launch and is available for business and 

consumer use in 30 European markets, 

including Austria, Germany and the Neth-

erlands. 

“Because we built the whole system up 

fresh, from the ground up, our entire sys-

tem is running on the cloud,” Niknam said 

in a recent interview with PYMNTS. “The 

[greatest] benefit is that it is just so much 

more scalable. … Because we are on the 

cloud, we always have enough capacity, so 

our users never have to wait.”

Utilizing the computing power the cloud 

provides enables the bank to respond to 

customers’ requests with more flexibil-

ity, he continued. It is not the technology 

itself that is important, however, but the 

strategy behind it: Banks that are looking 

to upgrade to the cloud must first take an 

“ Because 
we are on 
the cloud, 
we always 

have enough 
capacity. ”

https://www.bunq.com/
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introspective look at how they are provid-

ing services to their customers and if they 

can fit in an ecosystem where banking is 

becoming more digital than physical.

COMPLEX BANKING REQUIRES 
SIMPLE NETWORKS  

Today’s businesses and consumers have 

more complicated banking needs thanks 

to an expanding global economy. Cus-

tomers want to digitally manage multiple 

accounts without having to wade through 

time-consuming login screens or authen-

tication processes each time. They want 

holistic views of their personal checking 

and savings accounts alongside their busi-

ness accounts or investment portfolios 

in the same place, which means the old 

assumption that one account is equal to 

one user no longer really applies, Niknam 

said.

“With Bunq, one user account results in 

multiple sub accounts,” he explained. “We 

do not think in a traditional sense that one 

bank account equals one user equals one 

card. Rather, we think you as a user can 

have as many bank accounts as you want 

so you can budget easily and keep a good 

overview.” 

Bunq, which officially received its bank-

ing license from Dutch authorities in 2014, 

applies this strategy by offering solutions 

like Dual Payments, which allows consum-

ers to use one card to make payments from 

two separate accounts simply by inputting 

separate PIN codes. This is similar to the 

card aggregation solutions that fellow Fin-

Tech Curve offers. User details are kept in 

the cloud with the help of Bunq’s third-

party cloud provider, meaning the bank 

does not have to struggle against server 

limitations and can ensure these switches 

from one bank account to another are 

seamless.

“Usage of the cloud basically categorizes 

[into] three benefits,” Niknam said. “One 

is the scalability, which allows for [bet-

ter] performance, … so [one] always has a 

seamless experience as an end user. [The 

second] is the added security, because 

obviously, as a bank, security is paramount, 

and [third], it allows for new technologies 

to be deployed rapidly.”

The third benefit is becoming critical to the 

evolving banking industry. Legacy banks 

are slowly adapting their platforms and 

innovation strategies in response to these 

developments while challenger banks con-

tinue to sprout all over markets in Europe 

and the U.S. Bunq is competing with enti-

ties like Monzo and Revolut as well as 

more established European players such 

as Deutsche Bank and ING, for example. 

ML, THE CLOUD AND 
COMPETITION 

It is imperative to examine how newer 

technologies can play into customer sat-

Feature Story

https://www.curve.com/
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isfaction. ML combined with the cloud 

platform adds a layer of protection to 

its services, Niknam noted, while also 

allowing for the development of more  

customer-facing features. 

“We are using ML to link invoices [scanned] 

through [customers’] phones automatically 

with payments,” he said. “We are using ML 

to add an extra security layer to keep [cus-

tomers] safe. … We have a lot of ML mod-

ules running, and actually there, too, having 

this access to a lot of computing power in 

the cloud really helps because it allows us 

to analyze huge, huge, huge amounts of 

data in a [quicker amount of] time so we 

can actually deploy these ML modules.”

Using AI and ML goes hand in hand with 

collecting larger caches of personal data, 

and banks must first be prepared to han-

dle this flood of information. Events such 

as the COVID-19 pandemic have shone 

light on FIs that are able to keep their 

online platforms running seamlessly with 

increased digital transaction volume, for 

example. Banks that do want to stay com-

petitive and stand out during this time will 

therefore need to go back to basics and 

create core banking infrastructure that 

allows for quick, convenient transactions, 

no matter how flooded the network. 

https://www.americanbanker.com/news/coronavirus-throws-digital-banking-into-the-crucible
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NEWS& 

TRENDS
LEGACY FINANCIAL FIRMS TURN TO CLOUD 
TECHNOLOGIES 

BNP PARIBAS SIGNS DEAL WITH 
IBM TO BUILD PRIVATE CLOUD 

Legacy banks are taking strides to make 

sure their financial innovations keep pace 

with those of their digital-only peers. 

French FI BNP Paribas recently signed an 

agreement with technology provider IBM 

to create a private cloud solution for the 

former. The deal is worth approximately 

$2 billion and follows several major steps 

IBM has taken to improve its cloud banking 

infrastructure offerings over the past two 

years. 

BNP Paribas believes that building out a 

private cloud will allow it to focus more 

heavily on its plans for online banking inno-

vation. It will also enable it to provide faster 

support for its existing services as it will be 

able to more easily access information that 

is stored on the cloud as opposed to hunt-

ing for this data across its mainframes. 

 

BPI UPGRADES MOBILE BANKING 
WITH CLOUD PARTNERSHIP 

Using the cloud to enable quicker access 

to data is also critical to supporting 

faster mobile banking platforms. The 

Bank of the Philippine Islands (BPI) will be  

upgrading customers’ experiences on 

its mobile banking apps and digital plat-

form in this manner, relying on Swiss Fin-

Tech Avaloq’s cloud-based software to 

enable more flexibility and scale. It will use 

Avaloq’s offerings to host all of its banking 

products on the cloud and look to its cloud 

solutions for potential future innovations. 

BPI, one of the largest and most estab-

lished banking groups in the Philippines, 

announced the partnership after seeing 

steady growth on its digital channels in the 

past year. The number of BPI Online and 

BPI Mobile users increased by 8 percent 

from 2018 to 2019 to 1.9 million or 22 per-

cent of all their customers. 

https://www.networkworld.com/article/3540191/ibm-goes-all-in-on-hybrid-cloud.html
https://www.verdict.co.uk/retail-banker-international/news/bpi-selects-avaloq-to-boost-efficiency-of-business-units-and-subsidiaries/
https://ibsintelligence.com/ibs-journal/ibs-news/avaloq-provides-saas-solution-to-bank-of-the-philippine-islands/
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News & Trends

BLACKROCK MOVES INVESTMENT 
PLATFORM TO MICROSOFT AZURE 

Asset management firm BlackRock is 

another established financial company 

looking to migrate to the cloud to enhance 

its clients’ experiences, according to a 

recent announcement. BlackRock will 

be moving its investment and operations 

management platform Aladdin to technol-

ogy firm Microsoft’s Azure cloud comput-

ing service to help it further scale out its 

solutions. Aladdin helps monitor and ana-

lyze risk for the more than $7.43 trillion in 

assets BlackRock manages for its clients. It 

supports individual portfolio management 

as well as trading and operations, accord-

ing to the company. Supporting the Aladdin 

platform with the cloud also reflects the 

company’s drive to accelerate its innova-

tion plans and keep pace with other com-

panies in this digital space. 

CHARLES RIVER TURNS TO THE 
CLOUD FOR ENHANCED RISK 
MANAGEMENT

Fellow investment management company 

Charles River is following in BlackRock’s 

footsteps by expanding its partner rela-

tionship with Microsoft. The Burlington,  

Massachusetts-based firm, owned and 

operated by State Street Corporation, 

announced last month that it moved its 

Charles River Investment Management 

Solution (IMS) to Azure. This comes a year 

after the firm first made its partnership for 

cloud development with Microsoft public. 

It is now moving its software-as-a-service 

(SaaS) clients — as well as its new clients 

— to the platform. 

Charles River manages approximately $29 

trillion in assets and is looking to the cloud 

to help provide security and scalability as 

well as to mitigate risk. The company works 

with asset managers, insurance companies 

and wealth managers in over 30 countries.  

https://www.cbronline.com/news/blackrock-cloud-migration
https://www.businesswire.com/news/home/20200414005443/en/Charles-River-Investment-Management-Solution-IMS-Client-Ready
https://www.institutionalassetmanager.co.uk/2020/04/14/284693/charles-rivers-cloud-based-investment-solution-now-client-ready-microsoft-azure
https://www.crd.com/company/about-us/
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CHALLENGER BANK MONEYBASE 
TAPS CLOUD FOR CUSTOMER 
GROWTH

Many bank branches remain closed 

because of the COVID-19 pandemic and 

consumers are thus turning to digital bank-

ing channels. Digital-only banks are getting 

their time in the spotlight as a result and 

must reach new customers before their 

competitors do. Cloud technology can help 

these banking services improve speed and 

security while also contributing to grow-

ing customer bases. Malta-based financial 

services company Calamatta Cuschieri is 

integrating cloud technology into its new 

challenger bank’s platform for greater sup-

port and customer service. The new FI, 

Moneybase, will launch later this year, and 

its core banking system will run completely 

on the cloud, potentially granting it an edge 

over FIs that may still be using legacy infra-

structures. 

BAMBU SUPPORTS UNDERBANKED 
CONSUMERS WITH FIS 

U.S. challenger bank Bambu is looking to 

innovate its core banking infrastructure to 

ensure it can easily connect and commu-

nicate with underbanked and unbanked 

consumers. The bank is working with 

technology provider FIS for its software-

as-a-service (SaaS) solutions and cloud 

platform, which it hopes will allow it to 

quickly bring its mobile-only banking solu-

tions to market.

Bambu is particularly focused on assisting 

underbanked Hispanic or Latin American 

consumers in the U.S. who need to make 

international money transfers regularly. Its 

solutions are mobile-only to better appeal 

to those who may not be able to utilize tra-

ditional banking tools but still have mobile 

devices, said Douglas Quay, chairman and 

CEO of Bambu.

TEMENOS TEAMS WITH NUODB 
ON CLOUD-NATIVE SOLUTIONS 
FOR CHALLENGER BANKS 

Challenger banks must be ready to han-

dle a rising amount of online payments and 

customer requests on their networks. Core 

banking infrastructure that allows them 

to quickly scale and remain compliant 

with shifting banking regulations is essen-

tial. Cloud systems can help challengers 

accomplish this, but cloud providers and 

partners must be chosen strategically to 

ensure they can adapt to FIs’ personalized 

needs. 

DIGITAL BANKS AND CLOUD UPGRADES

https://ibsintelligence.com/ibs-journal/ibs-news/myhsm-to-offer-cloud-services-for-new-challenger-bank-moneybase/
https://www.verdict.co.uk/retail-banker-international/news/bambu-taps-fis-to-launch-mobile-only-banking-services-in-us/
https://www.businesswire.com/news/home/20200430005042/en/Bambu-Taps-Next-Generation-FIS-Platform-Bring-Mobile-Only
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Banking software company Temenos 

together with SQL database company 

NuoDB are offering such tools tailored to 

challenger banks’ specific needs. The two 

have partnered to provide Temenos’ soft-

ware to these FIs on the cloud, including 

products that allow challengers to quickly 

answer customers’ queries. Such solutions 

can also cut down on infrastructure costs 

for challenger banks, enabling them to turn 

their funds toward the continued develop-

ment of more innovative digital solutions. 

TRANSFERWISE PROMOTES 
FASTER BANKING TRANSFERS

Sending payments quickly has become 

a high priority for businesses and con-

sumers, especially for international trans-

actions. The currency conversions and 

international regulations attached to these 

payments often stall such transactions, 

leaving money stuck in limbo or damag-

ing customer relationships. Cross-border 

payment service TransferWise is look-

ing to enable faster transactions for such 

users, including financial clients that regu-

larly send international payments to other 

banks and businesses. TransferWise has 

integrated its own services with a third-

party cloud banking platform provider to 

enable these payments.  

Increasing these transactions’ speed pro-

vides multiple benefits, such as allowing 

companies to complete more payments 

in less time and enabling them to focus 

more on growing their businesses. Clients 

will be able to access the third-party pro-

vider’s platform, where they can then use  

TransferWise’s application programming 

interfaces (APIs). 

News & Trends

https://www.temenos.com/news/2020/03/23/these-days-its-not-just-the-cloud-its-multi-cloud-or-bust/
https://ibsintelligence.com/ibs-journal/ibs-news/mambu-teams-up-with-fintech-transferwise-and-mobiquity/
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NUODB EXAMINES THE 
IMPORTANCE OF CLOUD AGILITY 

The COVID-19 pandemic has had a marked 

impact on the financial industry, pushing 

banks, businesses and FinTechs to adapt 

to mostly digital models to keep up with 

customer needs and meet social distanc-

ing recommendations. It is essential for 

these entities to analyze how they are stor-

ing and treating data, however, Ariff Kas-

sam, chief technology officer for cloud and 

distributed SQL database company NuoDB 

said in a recent interview with PYMNTS. 

Banks’ platforms must have the necessary 

flexibility to quickly answer customers’ 

questions and provide seamless service, 

especially during the pandemic, he stated. 

Kassam noted that banks and businesses 

should also view the pandemic as a warn-

ing for outdated systems or those without 

the customer service agility that is prov-

ing so critical. Companies need to con-

sider important questions, such as what 

would happen if their cloud service pro-

vider crashed and how they would be able 

to access sensitive data, he warned. Agility 

in cloud platforms also means the ability 

to respond to dramatic upticks in trans-

action volume or data requests to avoid 

costly outages. 

 

GOOGLE CLOUD RELEASES 
SOLUTION TO HELP AUTOMATE 
LOAN APPLICATIONS 

The pandemic has also made it more 

important for businesses to access their 

funds as quickly as possible. Technology 

firm Google is thus looking to help com-

panies that have been financially affected 

by the COVID-19 pandemic. The compa-

ny’s Google Cloud department recently 

released its Paycheck Protection Program 

(PPP) Lending AI Solution, which will help 

decrease the time it takes for loans to be 

fully approved by processors and lenders. 

It is designed to help lenders automate the 

vast quantity of loan requests coming in 

for the PPP, which the U.S. Small Business 

Administration (SBA) created to help sup-

port small to mid-sized businesses (SMBs) 

that are struggling to stay afloat during the 

pandemic. 

Google’s AI-powered, cloud-based solu-

tion can be integrated directly into lenders’ 

systems, according to the company. It then 

allows access to a Loan Processing Portal, 

which enables SMBs to apply quickly and 

includes data analytics tools that can ana-

lyze the information attached to these loan 

applications.

COVID-19 AND THE CLOUD

https://www.pymnts.com/coronavirus/2020/agility-adaptability-greatest-strengths-amid-crisis/
https://cloud.google.com/blog/topics/financial-services/business-continuity-planning-and-resilience-in-financial-services-during-covid-19-and-beyond
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GOBEAR ENHANCES PRODUCT 
FOR GREATER FINANCIAL 
INCLUSION 

GoBear is another financial services 

platform looking to power greater cus-

tomer satisfaction on its site. The  

Singapore-based FinTech, which allows 

users to compare different products, 

including car, health and travel insurance 

as well as lending solutions, is now work-

ing with a third-party cloud provider to bet-

ter support its comparison platform. It will 

utilize cloud-based risk analytics and deci-

sioning software to promote more financial 

inclusion during the COVID-19 pandemic. 

This technology will also allow the plat-

form to process loan applications in real 

time, granting its users greater financial 

access.

GoBear is also upgrading its infrastructure 

to ensure that its identity verification and 

fraud protection processes can be con-

ducted securely. This is especially critical 

during the pandemic, during which fraud 

has been rampant. 

FFIEC ISSUES CLOUD SECURITY 
REMINDER TO BANKS 

Data security and protection has always 

been an important priority for the financial 

industry, but just who is responsible for 

this security is a matter of debate. Cloud 

security is no different, with U.S. regula-

tory body the Federal Financial Institutions 

Examination Council (FFIEC) recently issu-

ing a statement promoting its importance 

to banks as well as their cloud providers. 

It is not important which entity is respon-

sible for the bulk of the fraud and privacy 

protections, the FFIEC stressed, but merely 

that the cloud platform itself is secure for 

clients and consumers. 

Questions surrounding cloud security 

management have persisted for the past 

several years. Amazon, which operates 

cloud-based platform Amazon Web Ser-

vices (AWS), responded to privacy ques-

tions last year by noting that data security 

was the responsibility of banks and busi-

nesses and not their cloud providers. The 

FFIEC recommended that FIs and cloud 

FRAUD PROTECTION AND SECURITY

https://www.provenir.com/press-releases/gobear-deploys-provenir-cloud-power-digital-financial-services-asean/
https://www.provenir.com/press-releases/gobear-deploys-provenir-cloud-power-digital-financial-services-asean/
https://www.fdic.gov/news/news/financial/2020/fil20052a.pdf
https://www.bankingdive.com/news/cloud-security-burden-falls-on-customer-amazon-exec-says/561312/
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providers come to their own agreements as 

long as the end result is a safe, protected 

cloud environment.  

REFINITIV ANNOUNCES CLOUD-
BASED COMPLIANCE AND ANALYSIS 
SOLUTION 

The question of compliance and how it will 

relate to cloud platforms is becoming a more 

important topic to FIs. Financial data and 

technology firm Refinitiv recently announced 

the launch of its Refinitiv Compliance Archive 

(RCA), which is meant to help its clients orga-

nize trade and unstructured or uncategorized 

message data. Compliance departments can 

then use the cloud-based archive for increased 

transparency into communication and trade 

movements, enabling them to efficiently ana-

lyze and oversee activity.

It can be both costly and time consuming for 

many firms to properly approve this type of 

trade data, the company noted in a recent 

press release. The product is designed to help 

mitigate those costs as well as maintain com-

pliance. 

https://www.aithority.com/technology/regulation-and-compliance-managment/refinitiv-expands-fx-post-trade-analysis-and-compliance-solutions/
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DEEP 

DIVE
LEGACY BANKS AND THE  
INFRASTRUCTURE STUMBLING 
BLOCKS KEEPING THEM FROM 
THE CLOUD

A n expanding number of challenger banks have eschewed the industry’s tradi-

tionally slow and steady innovation approach. These banks are offering digital or 

mobile-only platforms powered by cutting-edge technologies like AI, biometrics 

and ML to fulfill users’ needs with greater speed and a little more flair. Legacy 

banks have been obliged to pick up the pace to stay competitive. Many banks are still facing 

one large barrier to faster digital development, however: their core banking infrastructures. 

This is not for lack of trying or lack of funds. 

Ample FIs have the technological abil-

ity and budgets, but they first must graft 

those products into their legacy systems. 

Forty-three percent of established U.S. FIs 

still use systems that were first built on 

the 1959 programming language COBOL 

and are adding new layers of infrastructure 

on top of these original systems to sup-

port the latest banking tools. This enables 

banks to create and launch digital products 

in a way that helps them compete, but also 

makes them more prone to outages. 

Banks must upgrade their legacy infra-

structures swiftly as challenger banks and 

https://www2.deloitte.com/content/dam/Deloitte/ch/Documents/financial-services/deloitte-ch-fs-Cloud-for-Swiss-Banks-report-digital.pdf
https://www.ey.com/en_gl/banking-capital-markets/why-banks-can-t-delay-upgrading-core-legacy-banking-platforms
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Deep Dive

FinTechs may take advantage of outages 

or lagging service times that cause cus-

tomer frustrations. Even markets like the 

U.S., where there are only approximately 

40 challenger banks operating at pres-

ent, have seen consumers paying more 

attention to these entities in the past cou-

ple of months thanks to the entrance of 

European competitors such as Monzo and 

N26. Chime is one native U.S. digital player 

that has seen steady growth, and it now  

dominates 60 percent of the country’s 

challenger bank market. 

Legacy banks are therefore starting to view 

their outdated infrastructures as a more 

pressing issue, with one 2019 study noting 

that 46 percent of bankers now view this 

as their biggest hurdle to achieving future 

growth. The following Deep Dive examines 

how large a problem these outdated sys-

tems represent, what technologies, such 

as the cloud. can do to help and how FIs 

can best integrate cloud solutions into 

their digital banking platforms. 

LEGACY SYSTEMS LEAD TO 
LEGACY THINKING  

FIs struggling to run banking platforms 

on six-decade-old infrastructure face the 

same problem as many other essential 

services that can’t slow down to make 

upgrades. High passenger volume rarely 

allows New York City’s Metropolitan Trans-

portation Authority (MTA) the time it needs 

to do maintenance that will leave rails run-

ning more smoothly, for example. The MTA 

shuttered all of its lines for the first time 

in its 115 years of existence to deeply sani-

tize trains and stations amid the COVID-19 

pandemic and to complete much-needed 

maintenance and extensions for well- 

traveled lines. COVID-19, however, has 

not afforded legacy banks the same 

opportunity to repair weaknesses in their  

banking platforms. The pandemic increased 

the amount of digital traffic for FIs as more 

consumers go online to manage their 

finances. 

Banks therefore need to balance providing 

24/7 year-round service without outages 

that will frustrate user bases. American 

consumers’ confidence in banks dipped in 

2018 to just 33 percent, according to one 

survey. Wells Fargo saw a massive data 

outage in 2019 due to smoke detected at 

one of its data storing facilities, for exam-

ple, leading to the automatic shutdown of 

its servers and ATMs and leaving its cus-

tomers unable to use their debit cards or 

access their digital banking accounts. 

The potential for digital shutdowns due to 

the expanding data flow from COVID-19 is 

a very real fear within the banking indus-

try, especially when large-scale outages 

mean customers would be greatly stripped 

of access to their accounts as they follow 

stay-at-home orders. Customers who do 

experience glitches are also more likely to 

look for alternatives to these services and 

options in the financial industry are abun-

https://finance.yahoo.com/news/challenger-banks-whos-165051804.html
https://www.americanbanker.com/news/u-k-challenger-bank-monzo-applies-for-u-s-banking-license
https://sifted.eu/articles/digital-banks-us-revolut/
https://www.fraedom.com/3120/why-upgrading-legacy-technology-is-a-priority-for-the-banking-industry/
https://www.cnn.com/2020/05/06/us/new-york-subway-closed-history-trnd/index.html
https://www.enr.com/articles/49356-track-expansion-is-a-medley-of-moving-parts
https://bankingjournal.aba.com/2018/06/gallup-poll-americans-confidence-in-banks-dips/
https://www.businessinsider.com/wells-fargo-outage-caused-by-power-outage-at-data-center-after-smoke-detected-2019-2
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dant. Established banks are therefore tak-

ing steps to avoid these missteps, though 

approaches to innovation may also be out-

dated.  

FOLLOWING THE 80/20 RULE 

Recent research suggests that FIs may 

be upgrading their legacy infrastructures 

from the wrong angle. Thirty-four percent 

of bankers in a 2019 survey noted that a 

lack of IT talent — or the in-house training 

resources required to cultivate it — were 

the biggest challenges to implementing 

more innovative technologies, for example. 

This concern over in-house talent may also 

be a holdover from previous decades of 

banking, especially when compared to how 

challenger banks are approaching innova-

tion and infrastructure support.

What is most critical about challenger 

banks’ approaches is that many of them are 

not attempting to build out their own sys-

tems, instead taking advantage of partner 

services’ existing capabilities. Challenger 

banks operate by cultivating mastery over 

one, more narrow banking aspect, leav-

ing support for other features in partners’ 

hands. This strategy also applies to how 

many of them view core banking infra-

structures. Challenger banks appear to be 

following a principle known as the 80/20 

rule, which suggests that 20 percent of 

their activities will account for 80 percent 

of their results. Challengers are applying 

that 20 percent to the cost of partnering 

with third-party cloud providers and com-

puting resources, and letting the results 

speak for themselves. More challengers 

are utilizing third-party cloud providers to 

support their services at scale, including 

N26 and Starling Bank. Monzo is turning 

to both AWS and Google Cloud for its data 

storage. 

It may be time for legacy banks to begin 

reorganizing their core banking innovation 

strategies with this rule in mind. Many FIs 

have taken tentative steps toward this 

strategic change by spending $20 billion 

on public cloud services in 2019. Another 

study predicted that the money spent on 

cloud-native technologies and partners 

will continue to grow, reaching $411 billion 

by 2022. 

Creating cloud-based strategies could have 

a noticeable effect on the ways that bank-

ing relationships between challengers, FIs 

and their customers continue to progress 

in the future. The continued use of COBOL 

in 2020, for example, and the crashing of 

mainframe systems has led to widespread 

problems across various states as citizens 

wait to collect unemployment checks. FIs 

that do not consider changes to their infra-

structure strategies will repeatedly deal 

with such issues until they think like chal-

lengers and fix them. 

https://www.fraedom.com/3120/why-upgrading-legacy-technology-is-a-priority-for-the-banking-industry/
https://www.scmagazine.com/home/advertise/applying-the-80-20-rule-to-cloud-security/
https://bitbar.com/blog/how-are-challenger-banks-shaping-the-mobile-banking-landscape/
https://softwareengineeringdaily.com/2020/01/30/whats-behind-the-rise-of-challenger-banks/
https://ibsintelligence.com/ibs-journal/cloud-is-source-of-competitive-edge-for-digital-challengers/
https://bitbar.com/blog/how-are-challenger-banks-shaping-the-mobile-banking-landscape/
http://bwpeople.businessworld.in/article/We-Cannot-Imagine-Any-Business-Going-to-Physical-Banks-Anymore-Founder-Zaggle/24-04-2020-190239/
https://www.forrester.com/report/The+Public+Cloud+Market+Outlook+2019+To+2022/-/E-RES153835
https://finance.yahoo.com/news/covid-19-pandemic-exposes-modernization-110200251.html
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For more information visit www.nuodb.com

We are interested in your feedback on this report. If you have 
questions or comments, or if you would like to subscribe to 

this report, please email us at feedback@pymnts.com
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