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D igital banking is more popular than 
ever, with 89 percent of American 
bank customers using mobile bank-
ing apps to manage their accounts. 

Ninety-four percent of these mobile banking us-
ers leverage online banking services at least 
once a month, and experts predict the usage of 
digital banking services to increase well into the 
future. The number of online and mobile bank-
ing users is expected to hit at least 3.6 billion 
by 2024 — a significant portion of the world’s 
population.

Many factors are driving this surge in digital 
banking use, including increased convenience 
over visiting bank branches and greater ac-
cess to banking services for individuals who 
are otherwise underbanked or lack access 
to a full array of affordable mainstream bank-
ing services. The latest study on underbanked 
households conducted by the Federal Deposit 
Insurance Corporation (FDIC) found that 25.2 
percent of households in the United States 
either did not have bank accounts or were 
underbanked, using financial services that tra-
ditional banks did not provide. Digital banking 
is vital for providing checking accounts, loans, 

payment cards and other services to these indi-
viduals as it is much easier to conduct banking 
on a computer or smartphone than it is to visit 
a physical bank branch that may not be conve-
niently located.

The biggest, most recent factor driving dig-
ital banking by far, however, is the ongoing 
COVID-19 pandemic. Banks are closing physi-
cal branches, reducing hours of operation and 
encouraging customers to use their websites 
or mobile apps to conduct transactions and re-
duce face-to-face interactions between bank 
customers and staff. Services that were once 
available only at branches, such as loan or cred-
it card applications, are being moved to mobile 
apps and ATMs. Some of the latter even include 
videoconference capabilities that connect live 
tellers with customers in remote locations, pro-
viding an alternative to meeting with bank staff 
in person.

COVID-19 might be a new worry for banks, 
but cybersecurity has been a concern since 
the dawn of digital banking. Up to one in five 
account openings are believed to be fraud-
ulent, with bad actors seeking to steal both 
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https://fortunly.com/statistics/online-mobile-banking-statistics/#:~:text=26.-,Digital%20banking%20stats%20predict%20that%20the%20total%20number%20of%20online,54%25%20increase%20compared%20to%202020.
https://www.emarketer.com/content/seven-charts-the-state-of-digital-banking-in-2020
https://www.cutimes.com/2019/11/14/data-breach-forecasts-prepare-for-holiday-cybercrime-spree/
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customers’ funds and their personal data, such 
as account numbers, Social Security numbers, 
payment card data and login credentials. Most 
financial institutions (FIs) rely on simple pass-
words to protect their customers, which are 
more at risk of being exposed in a third-party 
data breach, but many FIs are exploring more 
advanced security methods like biometrics and 
artificial intelligence (AI). 

Neither COVID-19 nor digital fraud has shown 
signs of receding in the U.S. Tools like smart 
ATMs and AI could prove effective at stemming 
the tide for now, but these threats will likely be 
on banks’ radars for the foreseeable future. 

Digital-first banking  
developments around the world

COVID-19 is affecting every step of the bank-
ing process, including ATMs. Keypads, 
touchscreens and other physical input  
methods are potential routes of infection, so 
banks are turning to contactless methods that 
interface with users’ smartphones instead. One 
such method is to have customers scan QR 
codes printed on the machines and then use 
their own phones to view account balances and 
request cash withdrawals, significantly reduc-
ing the amount of physical contact needed and 
driving down the risk of infection. 

Some ATMs present crucial security gaps, 
however. A recent study from Portland, 
Oregon-based hardware security research 
company Eclypsium found that third-party driv-
ers in ATMs’ Windows operating systems could 

result in a security loophole that allows fraud-
sters access to cash dispersal, letting them rob 
the ATMs. Windows developer Microsoft has re-
leased security patches that solve this problem, 
but many ATMs are in remote areas, making 
hardware upgrades uncommon. 

Banks are also taking new steps when it 
comes to payments security. Six of the United 
Kingdom’s largest banking groups — Barclays 
Group, HSBC Group, Lloyds Banking Group, 
Nationwide Building Society, RBS Group and 
Santander Group — recently adopted the 
Confirmation of Payee system, which requires 
payers to enter payees’ full names and rejects 
transactions if they do not match the names on 
the accounts. This reduces fraudsters’ success 
rates when transferring money to their own 
accounts. 

For more on these stories and other digital-first 
banking developments, read the Tracker’s News 
and Trends section (p. 12). 

https://www.livemint.com/money/personal-finance/atms-get-covid-ready-set-to-go-contactless-soon-11594916014587.html
https://www.infosecurity-magazine.com/news/faulty-drivers-fuel-atm-hacking/
https://www.verdict.co.uk/electronic-payments-international/news/confirmation-of-payee-live/
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The threats facing ITMs  
and how FIs can secure them

ITMs have innumerable benefits for FI cus-
tomers, offering a vast array of services that 
would normally be available only inside a phys-
ical branch, such as account openings or loan 
applications. These public machines can be vul-
nerable to fraud, however, ranging from physical 
techniques like card skimming to advanced  
digital means like identity theft. In this month’s 
Feature Story (p. 8), PYMNTS talked to Jason 
Powers, senior vice president of administration 
for Ascend Federal Credit Union, about how 
the CU protects its ITMs with a combination 
of physical security safeguards and behind-th 
e-scenes fraud analysis systems so that mem-
bers can continue to safely enjoy their benefits.

Deep Dive: Keeping digital-first  
banking secure with AI, biometrics

Digital fraud and other forms of cybercrimes 
are a perennial concern for FIs, with bad ac-
tors leveraging phishing schemes, identity theft, 
account takeovers and botnets to try to scam 
banks and their customers. Keeping customer 
funds and personal data secure is FIs’ top pri-
ority, but they must balance ironclad security 
with facilitating smooth customer experiences. 
This month’s Deep Dive (p. 18) explores how FIs 
are harnessing customer authentication proce-
dures, such as biometrics, as well as back-end 
AI systems to weed out fraudsters without dis-
couraging legitimate customers. 

 EXECUTIVE 

Insight
Security is of paramount importance to FIs, but 
for 87 percent of their customers, a seamless 
experience is the most important feature of any 
transaction. How can FIs ensure ironclad securi-
ty without sacrificing their users’ experiences?

“[During] a time of significantly fewer face-to-
face interactions in our day-to-day lives, 
industries across the globe have been working 
to adapt their services and find ways to im-
prove customer experience and convenience. 
With that comes a need to balance accessibility 
and ease of use with providing safe and secure 
interactions.

For financial institutions, that responsibility is 
just that much more significant.

Banks and credit unions need to be able to 
swiftly adapt in this ever-changing [arena] and 
bring innovative new technologies to market — 
all while keeping security top-of-mind. But to be 
agile and quickly implement new capabilities 
that offer both the convenience consum-
ers crave and the security that’s required to 
keep their accounts secure, it comes down to 
technology and mindset. For many financial in-
stitutions, this means adapting their culture, 
realigning their business strategies and reeval-
uating their technology and software to ensure 
lines of defense are structured and consistent.”

Douglas Brown 
senior vice president  
and general manager 
NCR Corporation

https://ascend.org/
https://www.ncr.com/
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41%
Share of Europeans unable to access financial 
services due to the COVID-19 pandemic

37%
Share of Canadian FI customers using separate 
passwords for different accounts

$9.97B 
Estimated value of the global ATM managed 
services market by 2027

99.9%
Prevention rate of fraud attempts using 
multifactor authentication

50%
Increase in fraud detection rate for banks that 
harness artificial intelligence



© 2020 PYMNTS.com All Rights Reserved  |  7

W H A T ’ S  I N S I D EW H A T ’ S  I N S I D E

ECOSYSTEM

BUSINESSCONSUMER

The Digital-First Banking Tracker®, a PYMNTS and NCR Corporation 
collaboration, examines how banks are using digital transformation  
to elevate customer experience and improve efficiency.
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N early every FI offers ATMs — a 
crucial piece of technology that al-
lows customers to check account 
balances and withdraw cash at 

any time of day without having to visit a phys-
ical branch. There are more than 10 billion 
ATM transactions conducted in the U.S. ev-
ery year, with the average ATM machine used 
300 times a month. This massive populari-
ty is driving many digital-first banks to invest 
in more advanced interactive teller machines 
(ITMs), which connect customers with human 
tellers via videoconference and allow for more 
sophisticated banking activities beyond cash 
withdrawal, including card applications and ac-
count openings. 

One FI deploying ITMs on a wide scale is 
Tennessee-based Ascend Federal Credit Union,  
which first began this initiative in 2014. Its 
200,000 members have been enjoying a range 
of improved services ever since, according to 
the credit union’s senior vice president of ad-
ministration, Jason Powers.

“We needed a way to open several new branch-
es in Nashville,” he explained. “But by extending 
our operating hours and centralizing the man-
agement of our tellers, ITMs are the solution 
that we chose [instead].”

ATMs and ITMs face a range of security threats, 
however, from smash-and-grab schemes for 
stealing physical money to identity theft tech-
niques that trick machines into accessing 
accounts. FIs like Ascend rely on a number of 

approaches to help secure ITMs and limit their 
services to legitimate customers, including 
physical security safeguards and behind-the-
scenes fraud analysis systems. 

The advantages of ITMs

ITMs offer an array of benefits over traditional 
teller machines, according to Powers, including 
accepting loan payments and offering extended 
teller service hours. Connecting to a live teller 
rather than interacting with a simple computer 
interface enables the bank to perform the verifi-
cation checks necessary for these complicated 
processes. 

“We have a centralized location where our tell-
ers are that works similar to a contact center, 
except instead of taking telephone calls, it’s 
video calls as members walk up and tap the 
screen,” Powers said. “It’s very similar to a tra-
ditional teller line with the personal service of a 
representative on the video chat, and they can 
conduct almost 90 percent of the transactions 
they could do inside the branch via the ITM.”

Not only is the expanded access to these ser-
vices convenient for customers; it helps the 
CU in its back-end processes as well. Ascend 
and many other CUs have opted to retrofit their 
drive-thrus with these ITMs rather than have hu-
man tellers at booths as they can offer the same 
services in a fraction of the space. The ITMs 
also enable FIs to standardize and streamline 
their employee training processes as having 
all their video tellers in a single location allows 

www.nationalcash.com/statistics/
https://ascend.org/
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managers to immediately ascertain which pro-
cesses are working or need improvement.

“It enables credit unions to centralize the man-
agement of that particular teller row, and that 
centralization condenses the interviewing, 
hiring and supervision of the service represen-
tatives to a smaller group of managers,” Powers 
explained. “This provides greater consistency in 
coaching the employees, and obviously a much 
greater consistency and adherence to custom-
er service standards, and diminishes idle time. 
Instead of having three or four tellers across two 
or three branches that are idle, you’ve got one 
teller who stays busy with the traffic volume.”

These perks for both customers and CU man-
agement are effective only if the ITMs are safe 
to use, however. Keeping them secure comes 
down to a combination of physical security 
measures and digital fraud detection platforms.

Keeping ITMs secure 

Securing ATMs and ITMs can largely be divided 
into two segments, according to Powers. The 
first relies on physical security measures to pre-
vent brute-force attacks that enable criminals 
to physically remove money from cash draw-
ers, including preventing a new technique called 
“ jackpotting,” which has been growing more 
popular in recent months, according to the 
United States Secret Service. This method in-
volves fraudsters using malware or specialized 
electronics to hijack ATM systems and control 
their internal operations, including the ability to 
spit out cash.

“We have advanced security measures and 
alarm triggers in place to prevent jackpotting 
and other types of physical security threats and 
thefts,” Powers said. “[We also have] the latest 
security methods installed to detect skimmers 
and shimmers, and stringent identity security 
protocols, policies and procedures to ensure we 
are correctly identifying our members to reduce 
identity theft and fraud.”

“Skimmers” and “shimmers” are tools installed 
on ATMs and ITMs that read customers’ cards 
as they are inserted into the machine, allowing 
the fraudster to learn their numbers and then 
use them toward illicit ends. The ATM Industry 
Association recently reported that 96 percent 
of ATM operators experienced some form of 
physical fraud between September 2019 and 
the year prior, with 91 percent of respondents 
saying that skimming devices were growing 
smaller and harder to detect. 

https://krebsonsecurity.com/2018/01/first-jackpotting-attacks-hit-u-s-atms/
https://www.cutimes.com/2019/09/09/atm-attacks-fraud-up-survey-reports/?slreturn=20200712174948#:~:text=The%20study%20also%20found%20that,and%2079%25%20experienced%20cyber%20fraud.&text=Almost%20all%20respondents%20(91%25)%20said%20skimming%20devices%20were%20getting%20smaller.
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Identity fraud is also a massive threat to ATM 
security, Powers said. Fraudsters armed with 
stolen account information or payment cards 
often attempt to access victims’ accounts and 
withdraw funds as these transactions can at-
tract less scrutiny at an ATM compared to a 
physical bank branch. Many FIs such as Ascend 
deploy behavioral analysis systems to detect 
and catch this type of fraud, identifying sus-
picious transactions that are not typical of 
the actual customers’ whose identities have 
been stolen. 

“We have a fraud analysis system for cards, 
online banking and checks submitted for pay-
ments that allows us to detect transactions, 
login requests, et cetera, that are not within a 
member’s normal routine so that we can flag 
for follow-up with account notes,” he explained. 
“The process allows us to be proactive to report 
fraudulent items to our security department and 
then to our members. When a member visits a 
branch or utilizes an ITM, the representative can 
easily follow up with the member to be certain 
all is in order.”

ITMs can form a core segment of FI customers’ 
financial lifestyles, but only if they are not used 
as avenues for fraud. Not properly safeguard-
ing these offerings is a surefire way for FIs of all 
types to lose customers and leave them worse 
off than when they started. 
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COVID-19’S EFFECTS 
ON THE BANKING 
INDUSTRY
41 percent of Europeans unable to access 
financial services during pandemic

The ongoing COVID-19 pandemic is having 
massive ramifications for financial markets 
around the world, with Europe being particularly 
hard-hit. A recent study of 4,000 bank cus-
tomers across the EU found that 41 percent of 
respondents have been unable to obtain finan-
cial services due to physical branch closures 
and a lack of access to digital banking solutions. 
Many banks across the continent have limited 
their hours or shuttered their doors completely 
to reduce the risk of contagion. Digital banking 
is expected to help close this service gap, but 
many still lack this option.

Two-thirds of customers surveyed said they ex-
pect access to financial services to improve, 
however, as banks grow more used to offering 
services in a digital-first banking environment. 
A large majority of respondents had accounts 
with digital-first challenger banks, with 70 

percent reporting having such accounts and 69 
percent saying they offer superior services to 
those of traditional banks. 

KBC Bank reports increased use of digital 
wallets due to COVID-19

Bank branch closures and reduced hours during 
the COVID-19 pandemic have resulted in more 
bank customers than ever using digital ser-
vice options. Irish digital-first bank KBC Bank 
reported that customer use of digital wallets in-
creased year over year by 38 percent in June, 
also marking a 27 percent increase since May. 
Digital wallet transaction volume rose 18 per-
cent across April, May and June — the height of 
the pandemic in Ireland — compared with the 
same period the previous year. The Banking and 
Payments Federation Ireland noted that June 
also saw a new height in transaction value, with 
20 percent of digital wallet transactions clock-
ing in at more than €30.00 ($35.53 USD), up 
from 9 percent in June 2019. Average contact-
less transaction value grew from €11.92 ($14.12 
USD) in February to €15.30 ($18.12 USD) in May 
as consumers increasingly preferred touchless 
options to avoid the risk of infection. 

https://menafn.com/1100447584/41-of-European-consumers-unable-to-access-financial-services-during-lockdown
https://irishtechnews.ie/kbc-sees-growth-in-adoption-of-digital-and-mobile-wallets-amidst-covid-19/?__cf_chl_jschl_tk__=c4b8ef338e29beaf51794f4efd715af495a44f4f-1596743469-0-Ad7cpVnqeu8s_QMeRaUNFgwcE_e7JNZ44UNKOPy-qJ4ImVax-z72YP8TaD2ggiZ05ADXq90-rX4VWR3rFcIlwRW4azmzlH0M2PjszCu306VBEdDkQgiH88fM9ueaaoJnWw76RhM19xI4IfZO-uHxq7W_u8HJwNTKxIlR8dnAwbqZLuhldwZl8ggpiiNgXwUEtO5SaqzLAM4HP4JDmEMNkEWIpCJzCG7-oE5lePxwp7yYtg0ks1wA3kfL7iUKJN-xmU7mHrUqbWzEmD-mMgqIVG0mzqRgpb9DoSonGxOAhSV3lwx2yqxZa3dGjvB6SiAhvCJRYvVAfnuNUUV1rLPunMdokzND3pIGwwqxiJKSF5mxt9n1BpYdpj3t97FrISlM1aL__nFViHxpjaNgslKzLWGtu9LFBeXOI4CmnaeGfqC3KwGJ-xJ_MZhp-KasG9pdLg
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ATM DEVELOPMENTS
ATMs undergo contactless upgrades to 
increase safety during pandemic

The COVID-19 pandemic is also forcing banks to 
rethink their ATM safety protocols as the virus 
can live on surfaces for days and potentially in-
fect ATM users through physical contact. Many 
banks are adopting the technology needed to 
offer contactless ATMs instead, which enable 
users to conduct transactions with their smart-
phones. Users scan an ATM-mounted QR code 
and request cash from their phones, at which 
point the machine deposits cash for users to 
take without them having to interact directly 
with the machine’s surface.

Some banking experts believe that ATMs’ roles 
could shift entirely as digital and mobile bank-
ing options become more popular and cash 
usage declines. They could potentially be repur-
posed to serve as hubs for a variety of financial 
interactions instead of simple cash dispersal, 
such as registering for mobile banking, collect-
ing deposits or providing loan advice through 
video-connected bank tellers. 

Faulty Windows drivers to blame for ATM 
vulnerabilities, research finds

ATMs are common targets for hackers, 
fraudsters and other bad actors, and many 
contain a security flaw that could make them 
extremely vulnerable. A study from Portland, 
Oregon-based hardware security research 
company Eclypsium recently found that faulty 
third-party drivers in Windows operating 

systems were to blame for security weakness-
es, potentially giving fraudsters access to the 
cash drawers. These drivers come from several 
third-party vendors and control ATM functions 
like cash dispersal, which would allow hack-
ers who crack the drivers to withdraw as much 
money as they please.

Microsoft has released patches and security 
upgrades to protect against these types of 
attacks, but it is incumbent on ATM opera-
tors to upgrade these systems, which does 
not happen frequently. Regulations can also 
slow the upgrading process as any change 
to security systems must be recertified be-
fore the ATM goes into operation again, and 
banks often do not wish to undergo this 
time-consuming process. 

ATM managed services market expected to hit 
$9.97 billion globally by 2027

The ATM market is still growing, despite these 
security and COVID-19 concerns, with a recent 
report predicting the size of the global ATM 
managed services industry will reach $9.97 
billion by 2027. This equals a significant in-
crease from the market size of $6.11 billion in 
2019, representing a compound annual growth 
rate (CAGR) of 6.5 percent between 2020 and 
2027. Experts attribute this growth to a rise in 
global debit card usage as well as demand for 
advanced ATM services like account openings 
and video tellers.

ATMs are particularly popular in the Asia-Pacific 
region, which accounted for two-fifths of the 

https://www.livemint.com/money/personal-finance/atms-get-covid-ready-set-to-go-contactless-soon-11594916014587.html
https://www.infosecurity-magazine.com/news/faulty-drivers-fuel-atm-hacking/
https://www.prnewswire.com/news-releases/atm-managed-services-market-to-garner-9-97-bn-globally-by-2027-at-6-5-cagr-says-allied-market-research-301090766.html
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global market in 2019. The North American 
market held only one-quarter of the global share 
in contrast. The Latin America, Middle East and 
Africa (LAMEA) market, however, has the high-
est projected CAGR during the forecast period 
at 8.1 percent. 

NEW DIGITAL-
FIRST TECHNOLOGY 
INTEGRATIONS
UK’s six largest banking groups adopt 
Confirmation of Payee tool

Security and authentication are crucial facets 
of digital-first banking to ensure that payments 
arrive safely to the intended recipients without 
alteration or interception. One tool to help ac-
complish this is Confirmation of Payee, which 
was recently adopted by the six largest bank-
ing groups in the U.K.: Barclays Group, HSBC 
Group, Lloyds Banking Group, Nationwide 
Building Society, RBS Group and Santander 
Group. Confirmation of Payee works by con-
firming that the payee’s name, as typed by the 
sender, matches the name on the account, pre-
venting fraudsters from posing as recipients 
and accepting funds.

The adoption of Confirmation of Payee by these 
six groups means that 90 percent of all bank 
transfers in the U.K. will now use this authentica-
tion system. TSB plans to adopt it in the fourth 
quarter of 2020, further increasing uptake. 

Deutsche Bank and Google Cloud partner on 
next-gen financial products

Cloud services are becoming ever more im-
portant in the world of digital-first banking, with 
financial industry players studying and adopt-
ing these services to offer new products to their 
customers. One such example comes from 
Deutsche Bank, which recently partnered with 
Google Cloud in a multiyear agreement to accel-
erate its cloud transition and jointly develop new 
products. The partnership will allow Deutsche 
Bank to access Google’s data science, AI and 
machine learning (ML) tools to develop these 
new offerings, which will be aimed at both con-
sumers and corporate clients.

Potential corporate banking use cases include 
cash flow forecasting, risk analytics and securi-
ty solutions, according to Deutsche Bank’s CEO, 
Christian Sewing. Products for private banking 
customers will focus on smoothing and acceler-
ating interactions between them and bank staff. 

Google adds six more FI partners to its 
upcoming digital banking platform 

Google is also making inroads in the digital 
banking market by adding six partners to its up-
coming digital banking platform via Google Pay. 
These new bank partners include Bank Mobile, 
BBVA USA, BMO Harris, Coastal Community 
Bank, First Independence Bank and SEFCU. 
These partners will be added to its existing ros-
ter of Citi and Stanford Federal Credit Union, 
allowing customers to access digital banking 

https://www.verdict.co.uk/electronic-payments-international/news/confirmation-of-payee-live/
https://www.broad-group.com/data/news/documents/b1ml46lnxcw4fk
https://techcrunch.com/2020/08/03/google-signs-up-six-more-partners-for-its-digital-banking-platform-coming-to-google-pay/
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services through Google Pay when the offering 
launches. Google’s entry into the digital banking 
space was first revealed in November 2019. 

The service will leverage Google’s front-end 
interface along with checking and savings ac-
counts from its partner FIs. The Google app 
will be co-branded with the customer’s bank of 
choice — a far cry from many of its competitors, 
which do not generally advertise their banking 
partners. 

US Bank launches smart assistant  
for digital banking

Bank customers are turning to digital banking in 
record numbers during the COVID-19 pandem-
ic, many for the first time. This transition can 
be challenging, especially for older customers, 
which is why U.S. Bank recently launched an 
AI-based virtual assistant for its mobile bank-
ing app. The assistant utilizes natural language 
recognition so that customers can use voice 
commands instead of navigating menus. This 
enables customers to conduct functions like 
bill pay, fund transfers and transactions more 
quickly and conveniently, according to the bank. 

Three-quarters of service transactions and 46 
percent of loan sales are now conducted virtu-
ally at U.S. Bank as the pandemic shifts these 
services away from physical branches. The vir-
tual assistant had been under development for 
18 months, but its launch was accelerated in 
light of the health crisis and the subsequent dig-
ital banking surge. 

DIGITAL BANKING 
LAUNCHES
Mozper unveils new digital banking service for 
Latin American parents and children

It is common for parents and their children 
to have linked bank accounts in the U.S. and 
Europe, allowing kids and teenagers financial 
freedom and securing transactions while let-
ting parents monitor their financial habits. A 
new service called Mozper recently launched 
to offer these capabilities to families in Latin 
America, with its name a mash-up of “money,” 
“prosperity” and “Generation Z.” The system will 
include a debit card and app that both children 
and parents can access, with Visa providing 
card processing services. 

https://www.atmmarketplace.com/articles/us-bank-deploys-smart-assistant-to-boost-digital-banking-2/
https://techcrunch.com/2020/08/05/mozper-launches-digital-banking-service-for-latin-american-parents-and-kids/
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The offering is aimed at providing financial ed-
ucation for families, something only 30 percent 
of Latin American financial customers have re-
ceived, according to Yael Israeli, Mozper’s CEO. 
Israeli unveiled the service in Mexico in late July 
with plans to expand its availability across the 
Americas shortly. 

Orange Bank launches new mobile banking 
services in Africa

Another player in the financial industry look-
ing to expand digital banking’s footprint is 
France-based Orange Bank, which recently  
launched a new digital banking service in Africa. 
The system is based off Orange Bank’s money 
transfer service that originally began in 2008 
and is intended to serve as an alternative to tra-
ditional banking apps for individuals who work 
informal jobs without proof of employment or 
identification. The automated signup process 
takes customers’ incomes and risk levels into 
account without the need for these details. 

The app will be available initially in Côte d’Ivo-
ire and will need approval by regulator Banque 
Centrale des États de l’Afrique de l’Ouest 
(BCEAO) before its planned launches in several 
other African countries, including Burkina Faso, 
Mali and Senegal. 

Kabbage creates digital checking 
accounts for SMBs

Small to mid-sized businesses (SMBs) have just 
as much need for bank accounts as consumers, 
and like retail customers, business owners and 
treasurers prefer to do their banking on the go. 

https://www.pymnts.com/news/digital-banking/2020/orange-rolls-out-mobile-banking-africa/
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Cash flow solutions provider Kabbage recently  
launched a new offering to this end called 
Kabbage Checking, which allows SMBs to ac-
cess digital banking services, including digital 
wallets, checking accounts and bill payments. 
The app has no opening fees or maintenance 
costs but instead offers customers a 1.1 per-
cent annual percentage yield, which Kabbage 
pays out on a monthly basis.

Kabbage president Kathryn Petralia noted that 
more than 225,000 SMBs have already signed 
up for this new service. The company plans 
on integrating its Kabbage Insights, Kabbage 
Payments and Kabbage Funding into Kabbage 
Checking, allowing customers to access all of 
these features in a single app. 

https://www.pymnts.com/news/b2b-payments/2020/kabbage-rolls-out-new-checking-accounts-smbs/
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HOW DIGITAL-FIRST BANKS CAN  
EFFECTIVELY AUTHENTICATE  
CUSTOMERS, STAMP OUT CYBERCRIME

C ybersecurity is a constant and 
pressing concern for FIs of all 
types and sizes, ranging from 
small community credit unions to 

multibillion-dollar international banking con-
glomerates. The World Economic Forum 
estimates that more than $1 trillion is lost to 
financial crimes annually, with fraudsters de-
ploying a number of techniques ranging from 
phishing scams to identity theft to sophisticat-
ed botnets. Cybercrime and fraud problems 
have only been on the upswing in recent years, 
with one study finding that fraud increased by 
30 percent in Q3 2019 alone, with one in five ac-
count openings revealed to be fraudulent.

Fighting fraud will require not only diligence on 
the part of bank staff and customers but also 
an array of advanced technology. Some of the 
most effective innovations are authentication 
tools ensuring that customers are legitimate 

and AI-based systems that sniff out fraudsters 
who manage to make it into bank systems. 
The following Deep Dive explores how these 
two technologies can drastically reduce bank 
fraud rates without unduly burdening legitimate 
customers. 

Authenticating customers 

The first step to securing customer accounts 
at digital-first banks involves customer au-
thentication to ensure that the users are who 
they say they are and not fraudsters attempt-
ing to breach accounts with stolen identities. 
Banks largely use passwords, PINs and other 
forms of knowledge-based identification, with 
a PYMNTS study finding that passwords are 
the most common authentication method used 
by financial services, eCommerce and health-
care companies. This method is not the most 
secure, however, in large part due to poor pass-
word hygiene on the part of bank customers.

https://www.weforum.org/agenda/2018/01/we-need-to-talk-about-financial-crime/
https://www.cutimes.com/2019/11/14/data-breach-forecasts-prepare-for-holiday-cybercrime-spree/
https://www.pymnts.com/study/digital-identity-lifestyle-capsule-march-2019/
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A recent study from data analytics firm FICO 
found that only 37 percent of bank customers 
in Canada use separate passwords for different 
accounts, for example, and 22 percent use two 
to five passwords among all their online pro-
files. This represents a massive security risk 
as a data breach at any one of these accounts 
could give fraudsters access to any other ac-
count that uses the same password.

Banks are instead turning to more secure forms 
of authentication for their customers’ accounts. 
One of the most common is multifactor au-
thentication (MFA), which relies on input from 
users besides their passwords, such as numeric 
codes texted to their mobile devices. These au-
thentication methods can stop potential bad 

actors cold as the passwords they steal from 
data breaches are useless on their own. Studies 
have shown that using MFA can prevent more 
than 99.9 percent of attacks that rely on stolen 
credentials, making such solutions an impos-
ing obstacle for hackers armed with pilfered 
passwords.

One of the problems with MFA, however, is 
that it requires extra work on the customer’s 
part — a tall order when many customers val-
ue seamlessness over security. Some banks 
are turning to biometric authentication instead, 
such as a selfie taken on a customer’s smart-
phone. The bank’s system would then compare 
the submitted selfie to a 3D facial-recognition 
map to ensure users’ identities. 

https://www.prnewswire.com/news-releases/fico-survey-reveals-canadian-consumers-need-to-better-protect-themselves-when-banking-online-301058143.html
https://www.corsicatech.com/blog/mfa-the-super-tool-that-can-stop-99-of-password-attacks/#:~:text=Microsoft%20reported%20that%20MFA%20can,99.9%25%20of%20account%20compromise%20attacks.&text=Brute%20Force%20and%20Counter%20Brute,access%20to%20sites%20and%20applications.
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Fraudsters have been known to spoof 
facial-recognition systems by using photos or 
videos of legitimate users, however, with some 
systems requiring a likeness certification test to 
confirm that it is actually the user. The system 
could request that the user smile or wink during 
the verification process, for example. 

No authentication system is 100 percent effec-
tive, but systems that harness AI have shown 
the most promise in this capacity. 

Leveraging AI to hunt down fraudsters

Banks have traditionally used human analysts 
to study transactions for signs of fraud or oth-
er cybercrime, such as unusually high sums, 
false information on credit card or loan appli-
cations or other signs that something could be 
amiss. The problem with relying on human an-
alysts is that the sheer quantity of transactions 
that banks process every hour makes it impos-
sible for even a large fraud prevention team 
to keep up.

Some banks rely on static rules to ease the 
burden on their analysts, conducting manual 
reviews only for transactions that have certain 
red flags of potential fraud. Not only are these 
rules ineffective — with 45 percent of com-
panies using them reporting that they don’t 
successfully prevent fraud — but they also have 
very high false positive rates. Sixty percent of 
companies said they had accidentally blocked 
legitimate customers with their static rules, and 
another 60 percent stated that even customers 

who were not blocked faced friction in the re-
view process.

AI can solve both these problems as it can 
take thousands of different data points into 
account and assign transactions a likelihood 
of fraudulence rather than outright blocking 
based on individual variables. These systems 
can also compare legitimate transactions to 
known fraudulent ones and learn the differenc-
es between them, refining their algorithms and 
applying these lessons toward future transac-
tions. They can do all of this in mere fractions 
of a second, reducing the burden on human an-
alysts and accelerating the review processes of 
legitimate transactions so customers can be 
approved faster. Banks using AI have found that 
their fraud detection rates have improved by 
as much as half while their false positive rates 
have declined by more than 60 percent. 

The most effective fraud prevention systems 
use multiple layers of protection, with ironclad 
authentication at the point of entry and AI sys-
tems to handle bad actors that make it past that 
point. No fraud system by itself is perfect, but 
a multisystem approach can drastically reduce 
the threat of fraud. 

https://blog.sift.com/2020/ebook-digital-trust-safety-for-qsrs-why-legacy-rules-cant-keep-up/
https://resources.sift.com/ebook/digital-trust-safety-for-qsrs-turning-the-tables-on-fraud/
https://www.zmescience.com/science/ai-fraud-detection-0942323/
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