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Introduction

T he world’s connected econ-

omy, which is comprised of  

eCommerce-enabled busi-

nesses and services, is based 

on “one-click” convenience that offers 

consumers the ability to manage their 

most sensitive data and transactions sim-

ply with credentials stored on devices or 

websites. While checking the “keep me 

logged in” box is simple for users, the ability 

to make seamless transitions from site to 

site across multiple devices often comes 

at a price. Traditional login methods, such 

as stored usernames and passwords, 

have become easier for cybercriminals to 

compromise, as billions of active pass-

words are available for sale on the dark 

web and artificial intelligence-driven bots 

launch waves of brute-force attacks on 

websites with increasing frequency.1 This 

seems to present an unpalatable choice 

for consumers: convenience or security?

A new PYMNTS survey finds that most 

consumers prefer to use either stored cre-

dentials or basic username and password 

sign-ins to access their digital accounts. 

At the same time, they identify having too 

many passwords and accounts as their 

top digital account pain points. The affin-

ity for traditional login methods appears 

to be generational: older consumers are 

more likely to use and prefer username 

and password logins, while younger indi-

viduals are more likely to prefer immediate 

access to accounts without a traditional 

login. 

Despite individual differences in how 

consumers view identity verification, our 

research shows that most digital account 

users are open to shifting to modern 

authentication methods that offer a bal-

ance between convenience and security. 

The ability to strike that balance — and 

deliver on the promise of secure, fric-

tionless logins — presents an enormous 

market opportunity for technology com-

panies. Our research found that   more 

than three-quarters of consumers would 

like to use two-step authentication, such 

as receiving a confirmation code on a 

secondary device, at least periodically 

to ensure account security. In addition, a 

majority of our survey respondents agree 

that biometric logins are more secure and 

trustworthy than other methods. That 

means consumers are more than will-

ing to try modern identity authentication 

tools, as they believe that these modern 

options are more secure than traditional 

methods such as usernames and pass-

words.

We also find that most American con-

sumers see security and convenience as a 

prerequisite for trusting a business, brand 

or website. The overwhelming majority of 

survey respondents want seamless login 

experiences (72%) and to use their pre-

ferred identity authentication method 

(73%). 

In Authenticating Identities In The Digital 

Economy, a PYMNTS and Mitek collabo-

ration, we examine why most Americans 

are not only open to modern methods 

of identity verification but also ready to 

trust newer technologies with their most 

sensitive data. Our findings were drawn 

from a census-balanced survey of 2,255 

United States consumers conducted 

between Oct. 14 and Oct. 20. The survey 

asked consumers about their preferences 

for digital account access and the factors 

that influence their views on authentica-

tion methods.

This is what we learned.

MOST DIGITAL ACCOUNT OWNERS  
ARE OPEN TO MODERN  
AUTHENTICATION METHODS.

https://www.pymnts.com/news/security-and-risk/2021/80-percent-data-breaches-involve-passwords-retirement-cannot-happen-soon-enough/
https://www.pymnts.com/news/security-and-risk/2021/80-percent-data-breaches-involve-passwords-retirement-cannot-happen-soon-enough/
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Digital trust and fraud concerns

Credit and debit card users are  
experiencing significant levels  
of fraud. 

Just over 10% of consumers reported an 

incident of fraud in connection with their 

digital debit and credit card accounts. 

Customers in larger shares also reported 

experiencing fraud attacks through social 

media (8.8%), banks (7.7%) and online 

retail stores (6.5%). While the overall 

percentages of affected consumers may 

seem low, they should be taken in context: 

The Federal Trade Commission reported 

a 45% increase in fraud attacks between 

2019 and 2020.2 This meaningful increase 

in data compromise and the ongoing high 

rate of fraud experienced by credit and 

debit card users underscores the vulner-

ability of consumers’ data as well as the 

need for alternative processes. 

2 Author unknown. Consumer Sentinel Network Data Book 2020. The Federal 
Trade Commission. 2021. https://www.ftc.gov/system/files/documents/reports/
consumer-sentinel-network-data-book-2020/csn_annual_data_book_2020.
pdf. Accessed December 2021.
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FIGURE 1:	

Digital account users’ experiences with fraud  
in the last 12 months  
Share of respondents who use select digital  
account types, by experience with fraud over  
the last 12 months
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Nearly three-quarters of digital 
account users say the ability to 
use their preferred authentication 
method online and enjoy a seamless 
login experience boosts their trust in 
a service provider. 

Our research finds that many digital 

account holders want to choose their 

login method: 73% of digital account users 

agree that being able to choose their pre-

ferred authentication method will increase 

their trust with a service provider, while 

70% say that this will boost their affinity 

toward a merchant. 

Consumers also want to understand 

how their data is handled. We found that 

69% of survey respondents trust ser-

vice providers more when the providers 

are transparent about reasons for asking 

users to revalidate or reauthenticate their 

identities. We also learned that seamless 

login experiences are similarly impactful, 

as 72% of digital account users say that 

seamless logins will increase their trust 

in a service provider, while 69% and 66% 

that this will boost their affinity and loy-

alty, respectively. 

FIGURE 2:	

Trust, affinity and loyalty among respondents 
Share of digital account users who agree with  
select statements
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Source: PYMNTS.com
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Authentication  
preferences
Despite a recent rise in fraud, less 
than 10% of consumers access 
secure biometric authentication 
methods. 

Consumers care deeply about login expe-

riences, but few are using fast, secure, 

biometric login options. Our research 

finds that consumers’ stated preferences 

for logging into digital accounts were 

closely tied to survey respondents’ ages. 

Older users are more likely to prefer user-

name and password authentication, and 

the senior and baby boomer demographic 

is the most likely of all groups to choose 

this method. 

By contrast, Generation Z and millennial 

users show the least interest in using man-

ual authentication on both mobile apps 

(12% for Generation Z and 19% for millenni-

als) and web browsers (25% for both). Part 

of the reason for the low use of biometric 

methods among older consumers may be 

poor familiarity with the technology. Mil-

lennial and Generation Z consumers are 

digital natives and have spent their lives 

online, using one-click or biometric meth-

ods to unlock their phones, log in to social 

media accounts or perform a Google 

search. The perception among consumers 

unfamiliar with the technology that using 

biometrics requires conquering a learning 

curve or doing something “extra” may be a 

factor hindering adoption as well.

FIGURE 3:	

Authentication method preferences
Share of digital account users who prefer select 
authentication methods, by way of accessing digi-
tal accounts
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Source: PYMNTS.com
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TABLE 1:	

Preferred authentication method, by generation 
1A: Share of digital account users who prefer select authentication methods, by generation — mobile app logins

	

	  
1B: Share of digital account users who prefer select authentication methods, by generation — web browser logins
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Nice and  
easy
Consumers see biometric methods as 
easy to use, and 44 percent of dig-
ital account users cited ease of use 
as their top reason for preferring an 
authentication method.

PYMNTS’ research reveals that consum-

ers view ease of use as the top reason 

why they prefer particular authentication 

methods, including biometrics. Ease of 

use is key to consumer preference among 

all users, including those who prefer PINs 

and biometric authentication methods for 

both mobile app and browser-based log-

ins. 

Only three authentication methods exhibit 

substantially different patterns: two-

step authentication, mobile device code 

authentication (mobile app users only) 

and personal questions with pre-specified  

answers (browser users only). Smaller 

shares of respondents who favor these 

methods point to ease of use as the top 

reason for their preference, and larger 

portions identify account security and 

preventing theft as their top motivation.

PYMNTS’ research finds that biometric 

authentication methods earn apprecia-

tion for their ease of use. Slightly more 

than half of mobile app users (51%) and 

browser users (52%) report that ease of 

use was the most important reason why 

they prefer fingerprint scans. Face scan 

authentication received similar accolades: 

49% of both app users and browser users 

say ease of use was the most important 

reason why they select face scan authen-

tication. Generation Z mobile app users 

are more than twice as likely as baby 

boomers and seniors to say they prefer 

face scan authentication (12% versus 5%). 

PORTION OF MOBILE APP USERS 
WHO REPORT THAT EASE OF USE 

WAS THE MOST IMPORTANT 
REASON WHY THEY PREFER  
FINGERPRINT 

SCANS 

51%
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TABLE 2:	

Most important reasons for authentication preferences 
2A: Share of respondents who access digital accounts using mobile apps and select a given reason as their top 
choice, by method

Most important reasons for authentication preferences 
2B: Share of respondents who access digital accounts using internet browsers and select a given reason as their 
top choice, by method
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Why do so many consumers value easy 

logins above all else? One driving fac-

tor: They have too many passwords and 

accounts to deal with. Nearly half of all 

digital account users identified having too 

many passwords as their top pain point 

for accessing their accounts (46%), fol-

lowed by the sheer number of accounts 

themselves (38%) and inability to use the 

same passwords across accounts due to 

different rules (33%). 

Smaller but still sizable shares of digital 

account users also point to similar head-

aches, including being unable to remember 

all the ways they access accounts (19%) 

and the time it takes to create new pass-

words (19%). These trends vary relatively 

little across generations: having too many 

passwords, having too many accounts and 

being unable to reuse the same password 

are the top three pain points for consum-

ers, regardless of age group.

Despite lower usage rates for two-step 

authentication methods, the vast major-

ity of consumers of all ages are open to 

their use periodically. More than one-third 

of consumers would like to use two-step 

authentication when they access their 

accounts from new devices, while 27% 

would prefer to use it for each login and 

15% would do so once a month. We found 

that 83% of millennials and 81% of bridge 

millennials are willing to use two-factor 

authentication, while 69% of baby boom-

ers and seniors stated the same. 

FIGURE 4:	

Preferred frequency of two-step authentication use 
Share of digital account users who prefer to utilize two-
step authentication, by frequency
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Source: PYMNTS.com

TABLE 3:	

Preferred frequency of two-step authentication use by generation 
Share of digital account users who prefer to utilize two-step authentication, by frequency and generation

25.8%

33.1%

10.5%

30.1%

0.5

30.3%

34.4%

16.4%

17.9%

0.9%

20.4%

40.7%

20.3%

18.1%

0.5%

29.0%

35.4%

13.1%

21.5%

0.9%

29.1%

36.2%

17.4%

16.6%

0.6%

I prefer two-step authentication every time I log in.

I prefer two-step authentication only when I log in from a new device.

I prefer two-step authentication once a month.

I never want to use two-step authentication.

Other

Source: PYMNTS.com

SHARE OF DIGITAL ACCOUNT USERS 
WHO PREFER TWO-STEP  

AUTHENTICATION WHEN LOGGING  
IN FROM A NEW DEVICE 

36%

Bridge millennials Baby boomers  
and seniors

MillennialsGeneration Z Generation X
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Four key biometric 
authentication terms 
to know 

Biometric user authentication looks at much more than entered data to authenticate a user. 

It examines biological attributes, such as facial recognition or the live sound of someone’s 

voice, as well as other data to whitelist a user. Biometric logins offer stronger security than 

traditional stored username and password identity verification because they are harder to 

spoof and normally require a user to interact with a verification method in real time. They 

often use behavioral biometrics to determine the legitimacy of the data entered, rather 

than simply comparing a username and password to information stored in a database.

Multimodal authentication Step-up authentication 

Liveness detection Active and passive liveness

Multimodal authentication refers to the use of multiple biometric markers to 

authenticate a user. For example, a mobile application can use voice and facial 

recognition data to verify users’ identities securely. 

Step-up authentication is a way to reduce friction by requiring an additional 

authentication factor only when the risk level increases. This may occur when 

the user is attempting to complete a transaction that requires strong authen-

tication, such as transferring funds over a certain limit, changing the mailing 

address on a bank account or requesting access to certain resources.

When using biometrics for identity verification or authentication, liveness detec-

tion ensures the presence of a live user in front of the capture device, such as 

a camera, microphone or fingerprint reader. Liveness detection is important 

because biometric tools only answer the question “is this the right user?” In 

other words, biometrics alone cannot distinguish between a live user and a 

spoof, such as a photo, video or recording of the user. 

Active liveness detection relies on the user’s movements in response to chal-

lenges such as nodding, blinking, smiling or correctly positioning one’s face in a 

frame. While the technology can be effective at detecting a spoof, it introduces 

friction into a verification or authentication process. Passive liveness detection 

is fundamentally different in that it requires no action by the user, providing 

advantages such as a faster process, less confusion for the user and lower 

abandonment rates.
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22    |   The Digital Currency Shift: The Cross-Border Remittances Report

Seamlessly  
building trust 
Our data shows that 58% of  
consumers believe that biometric 
authentication methods are  
faster and more convenient  
than alternatives and 55%  
of consumers trust them more  
than methods.

Approximately half of respondents feel 

more comfortable with biometric authen-

tication than with other login methods. 

These results highlight that many con-

sumers recognize the advantages of 

biometric logins and are very willing 

to switch to authentication technolo-

gies such as fingerprint scans and facial 

identification, even though relatively few 

currently identify these as their most pre-

ferred methods.

    |    23

I trust biometric methods more than 
methods such as passwords or PINs.

FIGURE 5:	

Biometric authentication  
Share of digital account users who agree with  
select statements

57.6%
29.5% 
12.9%

0000000058

0000000030

0000000013

55.1%
30.7% 
14.2%

0000000055

0000000031

0000000014

Biometric methods are faster and more 
convenient.

50.3%
29.5% 
20.2%

0000000050

0000000030

0000000020

I am more comfortable using biometric 
methods than methods such as passwords 
or PINs.

Agree

Neither agree nor disagree

Disagree

Source: PYMNTS.com

PORTION OF  
CONSUMERS WHO TRUST 

BIOMETRIC 
METHODS  

MORE THAN PASSWORDS 
AND PINs

55%
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Authenticating Identities 

In The Digital Economy, 

a PYMNTS and Mitek col-

laboration, is based on 

census-balanced surveys of 2,255 U.S. 

consumers conducted between Oct. 

14 and Oct. 20 as well as an analysis of 

other economic data. The sample was 

constructed to match the U.S. adult 

population in key demographic char-

acteristics. Respondents averaged 48 

years of age, 52% were female, and 

32% held college degrees. The sam-

ple also covered different income 

brackets: 36% of respondents earned 

over $100,000 a year, while 31% have 

incomes of $50,000 to $100,000 and 

33% earn less than $50,000.

MethodologyConclusion

Nearly all U.S. consumers use at least one type of digital account to access 

entertainment, shopping, their finances and other online services. They are 

doing so much more frequently now than they did 12 months ago, and this 

trend of digital growth will likely continue to accelerate. Identity verification 

is a core part of digital account access, and it is one that can either create headaches or 

enrich the user experience. Most digital account users prefer authentication methods they 

associate with ease, and they cite having too many passwords and accounts to remem-

ber as key pain points. Relatively few digital account users say that they currently prefer 

two-step or biometric authentication, yet our research shows that the majority recognize 

these methods’ benefits. Our research indicates that older consumers are most likely to 

show a preference for traditional username and password authentication, with millennials 

and Generation Z showing the greatest interest in alternatives. Businesses should strive 

for account holders to enjoy seamless login experiences and be empowered to use the 

authentication methods of their choice. Doing so will strengthen the trust, affinity and loy-

alty that users feel toward service providers.
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