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The Role of Fraud Screening in Minimizing Failed Payments was
produced in collaboration with Nuvei, and PYMNTS Intelligence
is grateful for the company’s support and insight. PYMNTS
Intelligence retains full editorial control over the following

findings, methodology and data analysis.
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WHAT'S AT STAKE

any eCommerce merchants fail to connect the dots
between fraud detection and failed payments. This over-
sight not only heightens the risk of lost sales but also

signifies a missed opportunity for improving payment
success rates, underscoring the urgency for a more comprehensive
approach to fraud prevention. Despite the growing complexities of
securely processing digital transactions, only one-third of merchants
employ mechanisms that detect potential fraud as the cause of failed

of eCommerce merchants utilize
mechanisms to identify potential fraud
as the cause of failed payments.
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of merchants with minimal or no PSP
ollaboration are actively seeking innovative
solutions to combat friendly and
chargeback fraud.

PYMNTS Intelligence’s latest study also highlights the critical role of
collaboration between payment service providers (PSPs) and eCom-
merce merchants in deploying effective fraud prevention strategies.
Merchants with greater levels of PSP collaboration show a markedly
higher rate of adopting screening mechanisms that identify potential
fraud as the cause of failed payments than do those with minimal or
no collaborative involvement. These partnerships are crucial for bal-
ancing security with seamless customer experiences.

These are just some of the findings detailed in The Role of Fraud
Screening in Minimizing Failed Payments, a PYMNTS Intelligence and
Nuvei collaboration. This edition examines the efficacy of the fraud
screening mechanisms eCommerce merchants use and draws on
insights from a survey of 300 heads of payments or fraud depart-
ments from international eCommerce companies conducted from
Aug. 10, 2023, to Aug. 31, 2023.

This is what we learned.
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KEY FINDINGS -

= ADOPTION DISPARITIES PSP COLLABORATION

— Smaller merchants generating revenues between Extensive collaboration with PSPs is a strong
| \ = $100 million and $250 million trail far behind their larger determinant of merchants’ implementation of
< counterparts in the adoption of screening mechanisms to fraud screening mechanisms.
detect potential fraud as the cause of failed payments.
e ™ e ™
% y
O O
Share of smaller merchants that Share of merchants collaborating
utilize failed payment screening tools extensively with PSPs that have
to detect potential fraud as the cause adopted tools for identifying
potential fraud as the cause of failed
payments
N J N J
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BALANCING SECURITY

Merchants strive to balance security with
customer experience by encouraging reattempts
on fraud-flagged transactions.

=\
A($)A

~ 85%

Share of merchants that
extensively collaborate with their
PSPs and encourage customers
to reattempt purchases even
when they are flagged for fraud

SEEKING FRAUD SOLUTIONS

Merchants’ interest in innovative solutions

to combat friendly fraud or chargeback fraud
varies and is more pronounced among those that
receive less PSP support.

Key Findings | 09

-

(%) 78%

Share of merchants that collaborate
minimally with PSPs but show high
interest in innovative solutions for
minimizing friendly and chargeback
fraud
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Only 33% of merchants have systems
to detect whether potential fraud is
the cause of failed payments.

Despite heightened focus on preventing fraud, online merchants
widely ignore the connection between this issue and failed payments.
Just 33% of eCommerce merchants surveyed utilize mechanisms that
screen for potential fraud as the cause of failed payments. In con-
trast, 79% have systems to identify data entry errors as the reason
transactions fail. This suggests a pressing need for a more balanced
approach that improves overall payment success rates.

We also see a substantial gap in the adoption of screening tools
based on merchant size. Among smaller merchants, just 17% of those
generating revenues between $100 million and $250 million had
Most eCommerce merchants neglect : : :

mechanisms in place to detect fraud as the cause of failed payments,
the connection between potential fraud

compared to 39% of large merchants generating more than $1 billion
and failed payments, compromising both

in revenue. This highlights not only the resource gap in fraud detec-

payment security and the customer

tion capabilities but also the need for scalable, accessible solutions

experience.
P for smaller merchants.
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FIGURE 1:
Screening for causes of failed payments

Share of firms citing the use of screening mechanisms to identify whether a failed payment is Why S h ou [d me rChantS care abo Ut
due to potential fraud or a typo, by annual revenue

what causes failed payments?

$1B $500M - $250M - $100M -
Sample or more $1B $500M $250M
@ Increased failed payments recovery:
+ Potential fraud 10.7% 7.9% 14.6% 171% 10.3% Merchants that know why payments fail can
. Potential typo 56.3% 60.0% 58.5% 51.2% 51.3% better target recovery methods.
* Both potential fraud 22.3% 30.7% 24.4% 22.0% 6.4%
and typos I Analytics for improvement: Data on the
+ Do not have a 10.7% 1.4% 2.4% 9.8% 321% rof]‘} causes of failed payments can reveal gaps in
screening mechanism product design, payment systems or security

policies.

Source: PYMNTS Intelligence

The Role of Fraud Screening in Minimizing Failed Payments, January 2024 H . H

N = 300: Whole sample, fielded Aug. 10, 2023 — Aug. 31, 2023 CUStomer retentlon and loyalty Fal[ed
payments cause frictions that can affect

customer satisfaction, risking loyalty and

retention.

a Resource allocation: Merchants that know
}{@}z why payments fail can better allocate
resources and reduce internal strain.

Revenue loss: Failed payments can cause
@: revenue loss if consumers abandon the
) 3 transaction and take their business to other
\ merchants.
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Collaboration with PSPs helps
merchants optimize their fraud
prevention efforts to reduce failed
payments.

The role of PSPs in enhancing fraud detection is increasingly
crucial. Forty-one percent of merchants that collaborate
extensively with their PSPs have implemented screening
mechanisms to detect potential fraud as a cause of failed
payments — higher than the 37% of those with no PSP col-
laboration and significantly higher than the 22% of those that
minimally collaborate. PSPs play a pivotal role in enabling
merchants to navigate online payment security complexities
as well as failed payment prevention and recovery.

nuvei
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FIGURE 2:

Collaboration and types of failed payment screening mechanisms
Share of merchants with select screening mechanisms, by level of PSP collaboration

Potential fraud

15.0% IS
5.8% I
7.4%

Potential typos

55.6% III——
61.7% I
37.0%

Both potential fraud and typos

26.1% I
15.8% I
29.6%

Do not have a screening mechanism

3.3% W
16.7% I
25.9%

H A lot of collaboration
W Little collaboration
No collaboration

Source: PYMNTS Intelligence

The Role of Fraud Screening in Minimizing
Failed Payments, January 2024

N = 300: Whole sample, fielded Aug. 10, 2023 -
Aug. 31, 2023
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M e rChants balance trans aCtion I::::::;es to potentially fraudulent transactions

. . Share of firms that take select actions when failed payments are flagged as potentially
secu rlty Wlth the Customer payment fraudulent, by level of PSP collaboration
experience when handling Samle  colsharaton  coliboraton  colhwatior
transaCtions flagged as fraUdUlentO * Encourage the customer to 79.6% 84.8% 70.4% 70.0%

purchase again using the same
payment method

* Increase security level and ask 41.7% 37.9% 40.7% 70.0%
customer to purchase again

* Unilaterally cancel the 1.7% 7.6% 18.5% 20.0%

To prevent lost sales, merchants can encourage customers to )
transaction

reattempt purchases using the same payment method initially

* Discourage the customer from 5.8% 4.5% 3.7% 20.0%
flagged as potentially fraudulent. The right screening strat- trying the transaction again
egy will minimize resulting friction and maximize recovered
transactions. Eighty-five percent of merchants with deep lev- Source: PYMNTS Intelligence
. . . . . . The Role of Fraud Screening in Minimizing Failed Payments, January 2024
el-s Of COl.l.aborat|On Wlth PSPS engage In th|S praCUCe, Whll-e N =105: Firms that have a screening mechanism for potential fraud, fielded Aug. 10, 2023 - Aug. 31, 2023

just 70% of those with minimal or no PSP collaboration do
so. The merchants with high PSP collaboration are also much
less likely to enforce increased security checks on these cus-

tomers — much lower than the 70% of merchants lacking | ~
any collaborative relationship with their PSPs that do the .
same. This indicates that PSP collaboration helps merchants y 7

find the right balance between fraud prevention and blocked / 25
transactions. i 076~ 4o
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A similar pattern plays out for input errors. Among merchants col-
laborating extensively with their PSP, 78% encourage consumers to
reattempt failed payments flagged as potentially caused by a typo.
This share declines to 68% for those with minimal collaboration and
plummets to 44% for merchants reporting no collaborative rela-
tionship with their PSPs. The data reveals a significant difference in
strategy: PSP-collaborating merchants lean toward enhancing cus-
tomer convenience and reducing friction, while non-collaborators
appear more inclined to prioritize security measures, even at the
expense of lost sales and frustrated consumers.

FIGURE 4:

Responses to transactions flagged as typos
Share of firms citing which actions they take in cases of failed payments caused by input
errors, by level of PSP collaboration

Sample Little collaboration
71.6% 67.7% I
52.5% I 60.2% I
A lot of collaboration No collaboration
78.4% 44.4% I
43.2% I 77.8% I
B Encourage the customer to purchase B Increase the level of security and proceed
again using the same payment with the transaction

PYMNTS
INTELLIGENCE

method

Source: PYMNTS Intelligence
The Role of Fraud Screening in Minimizing Failed Payments, January 2024
N = 238: Firms that have a screening mechanism for potential typos, fielded Aug. 10, 2023 - Aug. 31, 2023
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8%
of merchants collaborating
extensively with PSPs encourage
customers to reattempt failed
payments potentially caused by a typo.
N
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Merchant interest in solutions
to fight friendly fraud varies by
intensity of PSP collaboration.

Approximately 70% of merchants show significant interest in
innovative solutions to combat friendly and chargeback fraud.
This interest is more pronounced among merchants with mini-
mal or no PSP collaboration, at 74% and 78%, respectively. This
indicates a pressing demand for fraud prevention technologies,
particularly among merchants operating without extensive PSP
support.

Conversely, only 64% of merchants that collaborate extensively
with PSPs expressed strong interest in innovating solutions to
minimize such fraud. This relatively tepid demand suggests that
these merchants already benefit fromm comprehensive fraud man-
agement tools provided through their existing PSP relationships.

<
FIGURE 5:
Interest in solutions to fight friendly and chargeback fraud
Share of firms interested in innovating solutions to combat friendly or chargeback fraud in the
next 12 months, by level of PSP collaboration
25.71% 32.0%
O O
09.3% 041%
Sample A lot of collaboration
20.8% 111%
O O
(4.2% [ (.8%
Little collaboration No collaboration
\,
M Very or extremely B Somewhat Not at all or
interested interested slightly interested
Source: PYMNTS Intelligence
The Role of Fraud Screening in Minimizing Failed Payments, January 2024
N = 300: Whole sample, fielded Aug. 10, 2023 - Aug. 31, 2023
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New Reality Check Paycheck-to-Paycheck

ACTIONABLE

A Tl

For smaller merchants,
investing in scalable
fraud screening tools is
critical. These solutions
not only harden payment
security but also are
likely to improve conver-
sion rates — especially
important for merchants
aiming to better compete
in the digital economy.

Strengthening collabora-
tion with PSPs is vital for
enhancing fraud detection.
Merchants should actively
seek partnerships with
PSPs to access advanced
fraud screening tools and
expertise. Collaboration can
significantly improve a mer-
chant’s ability to manage
online payment security and
prevent fraud, which will
ultimately benefit their bot-
tom line.

Actionable Insights

Merchants need to balance
transaction security with cus-
tomer experience, particularly
for transactions flagged as
potentially fraudulent. Prior-
itizing strategies that reduce
payment friction, such as
allowing reattempts on flagged
transactions, can enhance cus-
tomer satisfaction. However, this
should be coupled with robust
security protocols, especially
for merchants with limited PSP
collaboration, to maintain an
optimal balance between secu-
rity and customer convenience.

Merchants with minimal PSP
support should actively seek
partnerships with technol-
ogy providers that specialize
in advanced fraud detec-
tion and prevention. These
collaborations can help
merchants gain insights

into fraud prevention best
practices and access to

the latest tools. Doing so
will help them stay ahead
as digital payment and lost
payments recovery tech-
nologies and strategies
continue to evolve rapidly.
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he Role of Fraud Screening in Minimizing Failed
Payments, a PYMNTS Intelligence and Nuvei col-
laboration, is based on survey conducted from
Aug. 10, 2023, to Aug. 31, 2023, of 300 executives
from eCommerce firms selling both inside and outside
the U.S. that generate annual revenues of more than $100
million and who have deep knowledge of their company’s
payments systems. This edition examines the efficacy of

the fraud screening mechanisms eCommerce merchants
use.

The PYMNTS Intelligence Team That Produced This Report:
The Role of
. Scott Murray Jimena Ferraro, PhD
.FraMLl.d .Sc.re.e n I n g SVP and Head of Analytics Senior Analyst
I n o I n I m IZI n g January 2024 Report Daniel Gallucci
Failled Payments Senlor Writer
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ABOUT

PYMNTS Intelligence is a leading global data and analytics platform
that uses proprietary data and methods to provide actionable
insights on what’s now and what's next in payments, commerce
and the digital economy. Its team of data scientists include leading
economists, econometricians, survey experts, financial analysts, and
marketing scientists with deep experience in the application of data
to the issues that define the future of the digital transformation of the
global economy. This multi-lingual team has conducted original data
collection and analysis in more than three dozen global markets for
some of the world’s leading publicly traded and privately held firms.

Nuvei (Nasdaqg: NVEI) (TSX: NVEI) is the Canadian FinTech company
accelerating the business of clients around the world. Nuvei's modular,
flexible and scalable technology allows leading companies to accept
next-gen payments, offer all payout options and benefit from card
issuing, banking, risk and fraud management services.

Connecting businesses to their customers in more than 200 markets,
with local acquiring in 45+ markets, 150 currencies and 634 alternative
payment methods, Nuvei provides the technology and insights for
customers and partners to succeed locally and globally with one
integration.

For more information, visit www.nuvei.com

We are interested in your feedback on this report. If you have questions, comments or
would like to subscribe, please email us at feedback@pymnts.com.
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