
Digital bill payments are an everyday occurrence for nearly all adult 
consumers, but their ubiquity does not guarantee their effectiveness or 

ease of use. Combating fraud, friction, limited payment options and other 
complications will be a top priority for financial institutions aiming to 

improve customer satisfaction and their relationships with billers.
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Introduction
Digital bill payment has become routine for most consum-
ers, offering them extensive firsthand experience with the 
frustrations and challenges associated with these pay-
ments. Fraud, friction, limited payment options and slow 
payment times are just some of the obstacles consumers 
face when trying to pay for electricity, internet service, tui-
tion or any number of regular bills.

Accelerating and streamlining these payments could have 
an outsized impact on consumers’ lives, given their frequent 
encounters with them. Both billers and financial institutions 
(FIs) looking to expedite bill pay through instant payments 
will need to ensure that their systems can integrate these 
transactions while safeguarding customers from fraud.
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Utility customers are growing frustrated with their bill pay expe-
riences, thanks to everyday frictions as well as the potential for 
digital fraud. Billers in the utilities sector must reckon with the 
fact that customers trust them less than most other industries.

Friction Lowers 
Consumer Confidence 
in Bill Pay

Bill Payment Friction

AES Indiana customers recently experienced 
a wave of overcharges, errors and other 
billing complications.

50K

Electric utility AES Indiana 
recently burdened 10% of 
its users with overcharges, 
duplicate bills and other 
inaccuracies.
This incident affected more than 50,000 customers in central Indiana, 
following an $84 million systems upgrade designed to improve 
the customer service experience. At least one customer says the 
company withdrew almost $1,000 from their account. An error of 
this magnitude could be disastrous for customers living paycheck 
to paycheck. While large-scale malfunctions like this are rare for 
most utilities, individual customers face similar obstacles every day, 
resulting in widespread hardship.

https://bnnbreaking.com/finance-nav/aes-indianas-84m-upgrade-fiasco-50000-customers-face-billing-chaos
https://bnnbreaking.com/finance-nav/aes-indianas-84m-upgrade-fiasco-50000-customers-face-billing-chaos
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Utilities rank as the 
least-customer-friendly  
sector in the U.K.

Bill Payment Friction 

In the latest U.K. Customer Satisfaction Index, the utilities sec-
tor overall scored just 69.5 out of 100, the lowest of any industry 
surveyed. In terms of specific utility segments, water companies 
experienced a dip of 4.1 points since last year, resulting in a score 
of 70.7, while energy companies saw their satisfaction score slip 1.9 
points to roughly 68. Most consumers’ direct interactions with this 
sector consist solely of bill pay, indicating that the payment experi-
ence is so bad that it can erode the entire sector’s reputation. Making 
bill payment experiences more efficient and customer-friendly will 
be vital in preventing — and reversing — further declines in cus-
tomer satisfaction.

https://www.energylivenews.com/2024/01/24/uk-utilities-customer-satisfaction-hits-rock-bottom/
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Customers Demand 
Billers Fix Negative 
Experiences
Utility customers have grown increasingly frustrated with their 
bill pay experiences. This negative outlook is fueling demand 
for smoother and faster bill payments.

Bill Payment Innovation

 
T

One in five U.K.  
consumers is willing to 
switch utility providers 
for greater payment 
flexibility.

of consumers want more 
control over how and when 
they make utility payments.

A recent study found that an estimated two-thirds of 
consumers in the United Kingdom believed it was utility 
providers’ responsibility to support customers amid the 
country’s historic cost-of-living crisis, especially consider-
ing that 18% of these consumers said they were struggling 
to meet their regular payment obligations. Moreover, 51% 
of consumers said they wanted more control over how 
and when they make utility payments, with 21% indicating 
they would switch utility providers for greater flexibility in 
payment amounts.51% 

https://tink.com/blog/open-banking/vrp-utility-billing-solutions/
https://tink.com/blog/open-banking/vrp-utility-billing-solutions/
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San Jose Water 
addressed its bill 
pay issues through a 
strategic partnership.
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The city utility partnered with EngageSmart to implement 
its InvoiceCloud bill pay solution, moving all of its online 
payment systems to this new platform. San Jose Water 
noted that the previous solution failed to meet customer 
satisfaction, as it offered limited payment options and 
required extensive human labor to manage the online 
portals and correct payment problems. The new system 
not only streamlines this workload but also enables cus-
tomer payments via online, text, phone and digital wallet 
channels.

Bill Payment Innovation

https://www.businesswire.com/news/home/20240220009004/en/San-Jose-Water-Selects-InvoiceCloud-as-Strategic-Payment-Technology-Provider
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Billers and 
Consumers Meet 
Payment Challenges
Optimizing bill payments to meet consumer demands presents 
significant challenges, with security concerns and unnecessary 
complexity representing top issues for billers and payers alike.

Bill Payment Innovation Obstacles

© 2024 PYMNTS Intelligence All Rights Reserved

A water company’s data 
breach affected up to 
10% of its customers.
Southern Water, which provides water and wastewa-
ter services to several million people across the U.K., 
recently disclosed that data belonging to as many as 10% 
of its customers was leaked to the dark web in a massive 
data breach. The leaked data included both personal and 
financial information. Hackers typically exploit such infor-
mation in one of two ways: attempting to access victims’ 
other accounts or selling to bad actors on dark web mar-
ketplaces for their own schemes. Southern Water said it 
was monitoring the dark web to determine whether any 
customer information surfaces on illicit marketplaces.

 

of consumers have concerns about 
the security of their personal 
information when paying bills. 

33%

https://www.bbc.com/news/uk-england-kent-68284475
https://www.pymnts.com/study/digital-bill-payments-mobile-wallet-financial-data-security/
https://www.pymnts.com/study/digital-bill-payments-mobile-wallet-financial-data-security/
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Incidents like data breaches 
have shaken consumers’ 
confidence in digital bill pay.
One PYMNTS Intelligence study found that roughly 35% of consumers 
opposed to using digital wallets for bill pay cited security concerns 
as their primary reason. Another 33% expressed concerns about the 
security of their personal information, with 20% specifically worried 
about secure authentication. Billers seeking to accelerate their dig-
ital services must demonstrate to these skeptical consumers that 
their methods are both safe and secure. Otherwise, their payment 
aspirations could backfire if consumers leave them for alternative 
providers.

Bill Payment Innovation Obstacles

https://www.pymnts.com/study/digital-bill-payments-mobile-wallet-financial-data-security/


How FIs Can  
Address Bill Pay 
Concerns From Billers 
and Payers

Consumers have come to expect efficiency and convenience 
in every aspect of their lives in the digital age, including bill 
payments. Traditional bill payment methods, such as mail-
ing checks or paying in person, are perceived as cumbersome 
and outdated in comparison to faster and smoother mod-
ern alternatives. Convenience is not all that payers expect. 
Warier of cybersecurity and fraud threats than ever before, 
consumers also require their digital bill payments to be just 
as secure, if not more so, than legacy payment methods.
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Call to Action
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FIs play a pivotal role in meeting these consumer demands and 
supporting the bill pay services of their clients to ensure security 
and minimize friction in the payment process. The best way they 
can achieve this is by embracing cutting-edge technology, such as 
biometric authentication and tokenization, to enhance security mea-
sures without compromising convenience. By implementing robust 
encryption protocols and multifactor authentication systems, FIs 
and their biller clients can safeguard sensitive financial data and 
protect against fraud and cybersecurity threats.
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Disclaimer
PYMNTS Intelligence is a leading global data and analytics plat-
form that uses proprietary data and methods to provide actionable 
insights on what’s now and what’s next in payments, commerce 
and the digital economy. Its team of data scientists include lead-
ing economists, econometricians, survey experts, financial analysts 
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their money. We provide embedded API and iframe-supported pay-
ment solutions and deliver fully digital, cloud-based platforms that 
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est brands in North America.
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